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INTRODUCTION

WELCOME

Congratulations! Your organization has decided to deploy the Sendio® E-mail
Security Platform (ESP). This Sendio ESP is a network appliance that handles

all inbound (and typically all outbound) e-mail that flows between your
organization’s mail server and the Internet. The ESP appliance is designed to re-
establish e-mail as a trusted communications tool by totally eliminating spam
and e-mail threats in the enterprise environment. Unlike filters, which require
ongoing maintenance but remain only partially effective, Sendio’s proactive
approach to e-mail securtity incorporates a critical human element that brings
authenticity and control to e-mail communications.

This guide, intended for the end user, provides details about:

=  How the Sendio ESP operates in high level terms

*=  How to use the web interface

=  How to interpret and use the daily Queue Summary e-mail
=  How the Sender Address Verification Process works

CONVENTIONS IN THIS MANUAL

N OTE: A Note is information that deserves special consideration.

ROUBLESHOOTING TIP: A Troubleshooting Tip provides information that
has been known to help solve various problems.

ARNING: A Warning identifies information that could lead to
unintended consequences if not properly considered.

Data that is typed into a field in the web inteface is identified using this
Courier font.

Menu Commands

The Sendio ESP web interface has menu commands that you follow to change
display pages, open dialog boxes and initiate certain actions. Primary menu
commands (or paths through the interface) are shown in bold type in the
format User > Messages > Inbound Messages. This example would mean:

= the User menu
= the Messages button
= the Inbound Messages tabbed page

The options on drop-down menus, such as Accept Contacts only, are shown in
italics.

ESP Terminology

Words that have special meaning within the context of ESP operations are
shown in jtalics, such as Accept-List, Established or Waiting.
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HOW DOES SENDIO ESP WORK?

The unique capabilities of the Sendio ESP offer to re-establish e-mail as a
trusted communications tool by totally eliminating spam and e-mail threats in
the enterprise environment. This results in dramatic time savings for users, and
for IT staff, and reclaims lost resources for the company. Unlike filters, which
require ongoing maintenance but remain only partially effective, Sendio’s
proactive approach to e-mail security incorporates a critical human element
that brings authenticity and control to e-mail communications.

All incoming e-mail from the Internet to your organization is routed through the
Sendio ESP. The process of totally eliminating spam and threats is accomplished
by applying 7 layers of validation checking and security on every incoming
e-mail message (see figure [1]). Only e-mail transmissions that pass all 7 layers
eMail from Internet end up being delivered to your inbox. For more information, see Appendix B.

The first 6 steps (starting with “Sender Check”) typically block between
95%-99% of spam. While this sounds like much, even 99% is far from

Sender Check being acceptible considered the ever increasing volume of spam that most
organizations receive in a single day (e.g. 1% of 100,000 spam messages is still
1,000 pieces of unwanted and potentially harmful e-mail). If you organization
has been using a filter-based system that operates by examining e-mail content
Recipient Check and attempting to guess what is spam, this problem might be all too familiar.

SENDIO ESP WORK?
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The final step, “Contacts Check / SAV”, is key to eliminating the remaining
unwanted messages that manage to pass the first 6 steps. In this step, the
sender address is compared to your personal contact-list as well as the system
contact-list that your administrator may choose to populate. If the sender
address is matched to a contact entry, the entry’s “action” specifies whether
messages from the sender should be Dropped, Held or Delivered.

SilverListing

«I«

Anti-Virus / “Malware” - - -
OTE: A contact in the system-list can be configured by the

administrator to take priority over your personal list. In such a case,
if there is a match in both lists, the action specified in the system-list

Corporate Policy will apply.

If the ESP does not find a match for the sender’s address, it will hold the
message in your personal Inbound Message Queue and send a Sender
Standards Policy Address Verification (SAV) message to the original sender. The purpose of this
measure is to ensure the sender is a real person as opposed to a machine that
is generating spam. This auto-generated e-mail includes a unique Reply-To
address. When the sender replies to this request (by simply clicking REPLY and
Contacts Check / SAV SEND) the reply is received by the ESP and as a result two important things
occur:

ﬁlﬁlﬁlﬁ

=  The original message is delivered to your inbox
Deliver to eMail Server = The sender’s address is automatically added to your personal contact-
list, ensuring that all future messages are immediately delivered.

[1] Sendio ESP High-Level Workflow

This final step is an essential ingredient in restoring trust in e-mail
Model P g &

communications. On the one hand it restores the sender’s confidence in
knowing that their important e-mail will be reliably delivered to the intended
recipient. On the other hand, it ensures complete elimination of spam from
reaching your own inbox.

OTE: You can manually add individual entries to your personal contact-
list to receive specific machine-generated e-mail. You can also
import contacts from your e-mail program and from other sources
to specify a list of “trusted” senders that need not be verified.

SENDIO USER GUIDE PAGE 3



USER GUIDE SENDIO

This page intentionally left blank

PAGE 4 SENDIO USER GUIDE



SENDIO USER GUIDE

SECTION 1: LOGGING IN TO THE WEB INTERFACE

Your network administrator has created an account for you on the Sendio ESP.
Use one of the following web browser to access your account:

= Microsoft Internet Explorer 5.5 (or better)
= Firefox v1.5 (or better)
= Apple Safari 3 (or better)

To log in, browse to the URL address that was provided to you by your IT
administrator.

EXAMPLE http://esp.acmecorp.com

=
O]
=
G
O
@)
-

A login screen will appear, as shown in Figure [2]. If your
administrator enabled the “Remember Me” feature, you will
see an additional checkbox as shown in Figure [3]. Choosing
Please log in. this option will cause the system to remember your login
information for a duration that is set by your administrator.
During this time, you will not be prompted for your e-mail and
A password when accessing the system.

SECTION 2:

eMail Address: I barbara@firstfederal.com

Password:

m To log in, enter your e-mail address and password, as specified
by your administrator. The Sendio ESP can integrate with any
[2] Sendio ESP Default Login Window compliant Directory Server. If your orgranization’s ESP was set
up to take advantage of this feature you will be able to login
using the credentials you use to log in to your computer (e.g.
your username/e-mail and network password).

Flease log in.

eMail Address: Ibarbara@firstfederal.com The Sendio ESP will suspend your web browser session after
a certain duration of inactivity (the default of 15 minutes can
be adjusted by your administrator). A popup message will be
[ Remember Me E displayed to indicate this has occured. You can resume your
session with a single click inside the browser window (Figures
— . (1))

[3] Sendio ESP Login Window with ‘Remember Me’

Password: EE R

ROUBLESHOOTING TIP: In the event that the login
Your session has become idle due | fails, ensure that the Caps Lock is not turned on or
to inactivity. Please click in the that you have not changed your e-mail password
window to resume, since the last login.

[4] Session Inactivity message
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SECTION 2: USING THE WEB INTERFACE

e e LAYOUT OVERVIEW

Messages. 1033 0733 (found)

The web interface for the Sendio ESP is composed of a
navigation menu (left side) and a page display area (right
side), shown in Figure [6].

7 Sessi 8 wn s H
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[6] Web interface Layout

CONCEPTS

NAVIGATION MENU

User The navigation menu is comprised of navigation buttons as

shown in Figure [7]. These buttons provide navigation to the

following sections:

e Messages - use to review and manage your Inbound and
_ pcwountinfo | \m Outbound Message Queue

e Contacts - use to manage your accept/hold/drop contacts

SECTION 3:

e Account Information - use to review your account
information and to set or test your log in password.

PAGE DISPLAYS

Clicking on different navigation menu buttons causes different
Sendio ESP information and configuration pages to be
displayed. Some pages show information in tables and others
in list format (described in more detail below).

[7] User Navigation Menu

| Inbound Messages | outhound Messages | Some pages are actually multiple pages separated into “tabs”.
Refresh | _vie Actions Examples of tabbed pages are shown in Figure [8].

Details

Pages include various control buttons that modify the display
Directory: Sendio - Internal Exchange or change information, as shown in Figure [9].

Directory DN: ch=ca channel directors,chn=user

[8] Examples of Pages with Tabs
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Refresh || yiEw ., || Actions.., |

Local Password

Create

Directory Password

Some control buttons cause additional pages (or “windows”) to “pop up” on [9] Examples of Control Buttons
top of primary pages, as shown in Figure [10].

Name: |

eMail: |

IP: |

Action: | Accept Il

Phase:  [pastiiser Il
TABLE-ORIENTED CONTROLS e
Many pages display information in tables, such as the Inbound

Messages and Outbound Messages pages. [11] —

The number of records displayed in a table page is 50. If the table contains {10] Example Pop-up Window

more than 50 records, LEEE controls are displayed in the upper right
of the page that allow you to jump between pages.

Refresh .
The - button causes a page to be reloaded in the browser. - -
' Inbound Messages | outbound Messagss |
Refresh H Wigw . " Actions.., J Meszsages 1 ta 24 of 24 (found)
The bUtton opens a pop-up | !D@Dlil Sender Name H Sender Addr Jl Subject Jl Date H size Jl
WII’IdOW that |etS yOU Create a hew record. 1 Patricia Hoertling mgaton@govtech.net  GTC West - Conference on California's F 3/3/08 10:21 AM 10 KB 2
2= Data Protection Summit automailer@dataprotec Free Sessions on Data Protection, Secu 3/3/08 7:08 AM 13 KB
1] IDG Connect tech_newsletters@onlii <FRIDAY= Change Management, File Ir 2/29/08 5:02 Ak 11 KB
m . 4 [ paul@webmarketingl2 paul@webmarketingl2 \Wwehinar: Pay Per Click Marketing Strate 2/28/08 2:04 PM 19 KB
The bUtton Opens elther a 5 | IT Agenda itagenda@techtarget.ir Just Announced: proven case studies re 2/28/08 10:51 AM 12 KB
drop_down |iSt ora pop_up WlndOW of 6 [ IDG Connect feature_resources@onl SOA Creates Strategic Value For Your Bi 2/28/08 3:55 AM 6 KB
. . . . . 7 Go-To-Market Strategie tips@go-to-marketstrat [2/27/2008] The truth about selling "va 2/27/08 2:59 AM =14:)
alternate criteria for viewing the dISplayed =1 Design To Delivery Inc o info@d2dine.cesend.cor D20InG February 2008 e-Mewsletter  2/26/08 2:42 PM S8 KB
bl ElT Credit Union tech-talk  cunews@cunews.com  Credit Union tech-talk Weekly 2/25 - 2/ 2/26/08 11:09 4M 80 KB
table. 10 & IDG Connect: tech_newsletters@onlil IDG Connect's Tech Tussday 2/26/08 4:09 AM 10 KB -
11 W Data Protection summit automailer@dataprotec Chat with Experts about Protecting You 2/25/08 12:34 PM 13 KB
12 [| paul@webmarketingl2 paul@webmarketingl2 Wehinar: Pay Per Click Marketing Strate 2/25/08 10021 AM 19 KB
_ 13 @ Patricia Hoertling mgaton@govtech.net  GTC West - Conference on California's F 2/22/08 2:12 PM 10 KB
The bUtton Opens a drop 14 [ IDG Connect tech_newsletters@onlii <FRIDAY> Modern Anti-Malware, Confic 2/22/08 3:23 AM 11 KB
dOWn ||St Of aCt]OnS that can be performed « 15 | IT Agenda itagenda@techtarget.ir Online Media Strategy Session atthe O 2/21/08 12:07 PM 13 KB i
to modify the information in the table. [11] Example of a Page Showing a
Specific records can be modified individually or in a batch by “checking” the Table
box(es) next to the record number(s). [12]
OTE: Holding the Shift key and clicking lets you
select a contiguous range of records. Holding 1 [
the Ctrl key lets you select individual records 2 [
as a group. When using this technique, avoid 3 [«
clicking directly on checkboxes. 4
5

[12] Check boxes

Clicking on a table column title or icon causes the table to resort the records in
either ascending or descending order.
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Subject I pat==| HIDING THE NAVIGATION MENU

Credit Union tech-talk Weekly 3/3 - 3/7 3/4/08 11:21 &M Sometimes it is desirable to hide the navigation menu so
GTC \West - Conference on California’s F 3/3/02 10:21 &AM that there is more room to see the page display. Clicking
Free Sessions on Data Protection, Secu 3/3/08 7,08 AM on the Menu Slider causes the navigation menu to close or
<FRID&Y> Change Management, File [r 2/29/08 S:02 &M reopen. [17] [18]

\Wehinar: Pay Per Click Marketing Strate 2/28/038 2:04 PM
[13] Table Records Sorted by Date

| Subject & |I Date
Wehinar: Pay Per Click Marketing Strate 2/28/08 2:04 PM
Wehinar: Pay Per Click Marketing Strate 2/25/02 10:21 AM
Wehinar Reminder: Leverage Channel F 2/21/08 8:22 &M
S04 Creates Strategic Walue For Your Bi 2/28/08 3:55 AM
Show Your Commitment to Intellectual F 2/20/02 9:02 &M

. w
[14] Table Records Sorted by Subject (@]
<
o
w un
Sendio ESP Logged in as John Randall % E E
user T = S
n 2
m MMW Messages 1 to 33 of 33 (found) = ®)
. Date : o
Premier@premier.w Premier@premier.w Your Login Created 6/2/09 3:46 PM 4 KB ':
—_— 2 W Premier@premier.w Premier@premier.w Your Login Created 6/2/09 3:46 PM 4KB 8
m 3 Symantec Corporati symantec_corporati Protection for Small Businesses: F 6/2/09 10:45AM 43 kB (%)
41d com  mailir avn proofing tip #2: Leam ' 6/2/09 8:28 AM 23 KB
5[ Ascent Group, Inc.  Ascent_Group_Inc@ Prepublication Announcement - ¥ 6/1/09 9:39 AM 21 KB
6 Parature Inc Parature_Inc@mail. The Parature Blog - What to Say t 6/1/09 8:47 AM 9 KB
7 Il Jessica Younkins silveriness@btt-gmt Hometown of Hayes hoolds bearc 5/29/09 4:26 PM 16 KB
8 DatalnfoCom Inforn webmaster@datain Predictive Management of Inboun 5/29/09 6:24 AM 14 KB
o[l Ascent Group, Inc.  Ascent_Group_Inc@ Announcing -- Improving Frontline 5/28/09 11:52 AM 14 KB
10E John Quincy, editor jquir it Presentati -M 5/28/09 11:18 AM 39 KB
acDraw com mailintefsmardray Recession-proofing tip #1: Cut pa 5/28/09 11:14 AM 22 KB

Explore Consulting May 2009 New 5/28/09 9:19 AM 96 KB
Last Chance to Register - No Neer 5/28/09 9:17 AM 5KB
e Delivery Status Notification (Failur 5/28/09 8:31 AM 2 KB

Menu Slider

14[d

15 [ Lead pdi Corporate leads 5/28/09 7:10 AM 17 KB
16 Ii/ Innovator Training  brainrzns@gmail.col itation to Brainstorming & Comni 5/28/09 6:57 AM 2KB
SmartDraw.com mailinfo@smartdrav Recession-Proof Your Business Nc 5/27/09 1:39 PM 36 KB
& g Peter Smith peter.smith@genisy Request for telecon/meeting 5/27/09 10:11 AM 7 KB
19 @ The Ascent Group  The_Ascent_Group{ Meter Reading - Benchmarking O 5/27/09 6:39 AM 16 KB
Admin ° 20 @ KIBS. kibs@kyliptix.com  Money Back Guarantee- CRM and 5/26/09 2:55PM 33 KB
[17] Navigation Menu Open
Sendio ESP Logged in as John Randall ‘%

Inbound Messages

MMM Messages 1 to 33 of 33 (found)

Premier@premier.wireless.a Premier@premier.wireless.a Your Login Created 6/2/09 3:46 PM 4 KB

2 Premier@premier.wireless.a Premier@premier.wireless.a Your Login Created 6/2/09 3:46 PM 4 KB
3 Symantec Corporation symantec_corporation@sym Protection for Small Businesses: Register Today 6/2/09 10:45 AM 43 KB
afd com il .com ion-proofing tip #2: Learn to cut the righ 6/2/00 8:28 AM 23 KB
5 Ascent Group, Inc. Ascent_Group_Inc@mail.vre Prepublication Announcement -- Meter Reading 6/1/09 9:39 AM 21KB

6 Parature Inc Parature_Inc@mail.vresp.co The Parature Blog - What to Say te a Porcupine 6/1/09 8:47 AM S KB
7 1l Jessica Younkins silveriness@btt-gmbh.de Hometown of Hayes hoolds beard-growing con' 5/29/09 4:26 PM 16 KB
8 DatalInfoCom ion D i d i I of Inbound Call Center: 5/29/09 6:24 AM 14 KB
o[H Ascent Group, Inc. Ascent_Group_Inc@mail.vre Announcing — Improving Frontline Performance 5/28/08 11:52 AM 14 KB
10 [ John Quincy, editor jquincy ati ert. i Newsletter - May issue 5/28/09 11:18 AM 39 KB
11 [ SmartDraw.com mailir tdraw.com 1-proofing tip #1: Cut payroll but not ¢ 5/28/09 11:14 AM 22 KB
12 [| Explore " Sevploreconsulti Explore Consulting May 2009 Newsletter 5/28/099:19 AM 96 KB

ences.com Last Chance to Register - No Need to Speak to 5/28/09 9:17 AM 5KB
3 itech.com Delivery Status Notification (Failure) 5/28/09 8:31AM 2 KB
15 [l pdirectaries Corporate leads 5/28/097:10 AM 17 KB

16 .com Invitation to Brainstorming & Concept Developr 5/28/09 6:57 AM 2KB
‘/fﬂ SmartDraw.com mailir tdraw.com 1-Proof Your Business Now 5/27/09 1:33PM 36 KB
‘I‘ 18 [ Peter Smith peter.smith@genisys-group Request for telecon/meeting 5/27/09 10:11AM 7 KB
19 The Ascent Group The_Ascent_Group@mail.vrs Meter Reading - Benchmarking Opportunity 5/27/08 6:38 AM 16 KB
> 20 KIBS. kibs@kyliptix.com Money Back Guarantee- CRM and Marketing Api 5/26/09 2:55PM 33 KB

[18] Navigation Menu Closed
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SECTION 4: WEB INTERFACE FUNCTIONALITY

OVERVIEW

The main function of the Sendio ESP web interface is to provide access to your
inbound and outbound messaage queues as well as providing you with the
ability to manage your personal contact list. This list determines which senders
are trusted for accepting inbound e-mail as well as senders that are explicitly
blocked from delivering e-mail to your inbox.

The User Menu has three navigation buttons that allow you to access distinct

Sendio ESP sections of the Sendio ESP interface:
User —_—
Messages
The e menu button provides access to your inbound and outbound
message queues.

The IR menu option allows you to view and manage your personal
IM Contacts list. If enabled by the administrator, you can also view the system
contacts in a separate tab.

The m menu option provides a summary of your Sendio ESP

[19] User Navigation Menu account.
The following sections will describe each of these menu functions in detail.

FUNCTIONS

)
=
w
P
=
w
(%)
)
4
=
)
'—
8]
w
(%)

MESSAGES

Inbound Messages are messages that someone (or some system) has sent to
you. Outbound Messages are ones that you send to other people.

When you first log in to the Sendio ESP, the initial page display is your Messages
> Inbound Messages Message Queue. By default, this view displays only
pending messages. An example is shown in Figure [20].

Sendio ESP Logged in as John Randall ===
User [ Inbound Messages l Outbound Messages |
m MWM Messages 1 to 32 of 32 (found)
. Contats | j i
1 Premier@premier.w Premier@premier.w Your Login Created 6/2/09 3:46 PM
e ———— 2 [ Premier@premier.w Premier@premier.w Your Login Created 6/2/09 3:46 PM 4 KB
m 3 Symantec Corporati symantec_corporati Protection for Small Businesses: F 6/2/09 10:45AM 43 KB
4 SmartDraw.com mailinfe iraw Rec ion-proofing tip #2: Learn® 6/2/09 8:28 AM 232 KB
5 M Ascent Group, Inc.  Ascent_Group_Inc@ Prepublication Announcement -- M 6/1/09 9:39 AM 21 KB
6 [ Parature Inc Parature_Inc@mail. The Parature Blog - What to Say t 6/1/09 8:47 AM 9 KB
7 I Jessica Younkins silveriness@btt-gmt Hometown of Hayes hoolds bearc 5/29/09 4:26 PM 16 KB
8 DatalnfoCom Inforn webmaster@datain Predictive Management of Inboun 5/29/09 6:24 AM 14 KB
| Ascent Group, Inc.  Ascent_Group_Inc@ Announcing -- Improving Frontline 5/28/09 11:52 AM 14 KB
10 [ John Quincy, editor jguincy@presentatic PresentationXpert Newsletter - M 5/28/09 11:18 AM 39 KB
11 W SmartDraw.com mailinfo@smartdraw Recession-proofing tip #1: Cut pa 5/28/09 11:14 AM 22 KB
12 [wl Fvnlara 1t 1, ar lnre Fynlara Conanltina Mawv 2000 Maw 5/22/N0 10 AM aR KR

[20] Messages > Inbound Messages Pending Queue

OTE: Your Administrator may have disabled the Outbound Messages
tab shown in Figure [20].

SENDIO USER GUIDE PAGE 11
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WHAT’S A “QUEUE” ?

A “queue” is a list of messages. In the Sendio ESP, a queue is presented in a
table format, like the Inbound Messages Queue above.

As a User, you have several different queues that hold your messages. These
include:

= the Pending Queue, which lists messages that are waiting for someone
to verify that they are “legitimate”

= the Delivered Messages Queue, which lists all of the messages that the
ESP has delivered to your inbox

= the Held Messages Queue, which “holds” messages that have some
sort of policy violation until an Administrator decides what to do with
them

= the Dropped Messages Queue, which lists all of the messages that the
ESP has been directed to “drop”, usually from a known spammer’s
address

=  the Rejected Messages Queue, which lists any messages that have
been rejected by the ESP, such as those containing viruses

WHAT’S A “VIEW” ?

The ESP gives you a way to get different “views” of your queues. For example,
you can look at a list of all of the messages sent to you from ‘ibm.com’.

When you first log in to your ESP account, your Inbound Messages Pending
Queue is displayed. This table shows all of the messages sent to you that have
successfully passed through the e-mail integrity workflow and are now simply
waiting for sender verification.

The Outbound Messages tab displays messages that have been sent to
destinations outside the organization. There is no need to delete messages
from these queues as the ESP will delete them automatically after a certain
number of days. The number of days that a message is held in queue is
determined by your Administrator and can range from one day to four weeks.

MESSAGES CONTROLS

Refresh
At the top of the Inbound Message page, there are three buttons: R

| Wigw.., |and| Actions... |

PAGE 12 SENDIO USER GUIDE
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Wiew ., || Actions... |

Refresh Button

Pending messages, no bulk (DEFALLT)
Pending messages, show bulk
Delivered messages

Held messages

Dropped messages

Rejected messages

SAY Fesponse messages

AlLL messages

Custom message search...

ctrl+Shift+W e While a view will automatically update at a regular interval,
Ctrl+Shift+E

R T Refresh o
Ctrl+Shift+R i the ==——"""""_ button allows the User to initiate the refresh
Crl+5Shift+] L, Process at any time. The ESP will reload all queued messages
Crl+Shift+T in the display.
Chrl+Shift+y E
Ctrl+shiftro [[IE

ctri+shiftrp B VIEW BUTTON

Ctri+5Shift+[  [On

[21] Inbound Messages View...
Button Drop-Down Menu

FIASTT FEITIOrY S0 UL e i a iy A T Prese Wigw .., .
! 2 The button has several options that make the

Message Queue easier to manage. To change the view, you select one of the
options from the drop-down menu.

Each view represents a search performed by the ESP (e.g., the ESP searches for
all delivered messages when the Delivered messages view is selected). If you
would like to create a customized search, select Custom message search.... In
addition, the keyboard shortcut for each view is displayed to the right of the
selection.

Pending Messages Options

When the ESP is first installed, it will block all “anonymous” e-mail sent to your
e-mail system. However, it may also prevent delivery of machine-generated
e-mail that you may actually wish to receive (e.g., notifications from industry
experts, e-Newsletters, receipts for airline reservations). In order to ensure you
receive these machine-generated e-mail messages, you will need to add these
senders to your Accept-List.

FUNCTIONS

o]
=z
48]
=
o
L
(%2}
]
<
=
Q
fy
O
L
(%}

Check the Inbound Messages queue each day until all the machine-generated
messages that you wish to receive have been added to your Accept-List (refer to
Section x: Contacts to manually create an Accept-List contact).

Delivered Messages Option

Selecting this option will modify the view to display only messages that
have been delivered through to the e-mail server and have received an
acknowledgement of receipt from the e-mail server.

Dropped Messages Option

Selecting this option will modify the view to display only messages that have
been dropped as a result of policy settings such as an unwanted sender.
Double-clicking a message and then clicking the History button will detail the
policy that caused the message to be dropped.

Rejected Messages Option

Selecting this option will modify the view to display only messages that have
been rejected. A message could be rejected due to policy reasons or because
the e-mail server did not accept the message. As with dropped messages,

SENDIO USER GUIDE
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clicking the History button will detail the policy that caused this message to be
rejected.

SAV Response Message Option

Selecting this option will modify the view to display only messages that have
been received as a result of the Sender Address Verification process.

All Messages Option

Selecting this option will modify the view to display all messages that have been
handled for you by the ESP. In this view, icons are used to identify various types
of messages:

@ A green dot indicates that the message is from a known sender and has
been delivered to your inbox. A faded green dot indicates that the system
has not yet been able to deliver the inbound message to your mail server.
On the outbound, a faded green means that the ESP cannot yet deliver the
message to the intended destination. In both cases, the ESP will retry for a
period of time.

- )\ green dot with a red “X” superimposed indicates a message that has been
accepted by the ESP but rejected by the MTA. Clicking the message and
selecting the History button will show the reason for the rejection.

[ A red dot indicates that the message has been dropped and has not been
delivered to your inbox. Clicking the message and selecting the History
button will show the reason for the drop.

X Ared “X” indicates a message that has been rejected completely by the
ESP.

@ A black dot with a “V” superimposed indicates a message that is infected
with 1 or more viruses.

A black dot with a “Z” superimposed indicates a message that is part of an
ongoing zero-hour virus outbreak.

A red dot with a “V” superimposed indicates a message that is suspected of
containing one or more unknown viruses.

@ 8 @

A yellow dot with a “U” superimposed indicates a message that is
“unscannable.” The message may be corrupted or contains encrypted
attachments.

(]

A yellow dot with a “?” superimposed indicates a message that has not
been FULLY scanned by the virus scanning service.

A Black dot with a “?” superimposed indicates a message that has not been
scanned AT ALL by the virus scanning service.

A blue dot with a “B” superimposed indicates that the message is classified
as probable bulk mail.

A blue dot with a “L” superimposed indicates that the message is classified
as a list message. These messages will be automatically released if the List
Auto Accept feature is enabled.

(]

Messages without indicator dots are being held by the ESP either pending
verification by the sender or because they match a contact on the Hold-List.
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i Message List Search

| Message | Attach | Buk | Vius | Status | SPF |

Sender Addr Contains:

Sender Name Contains:

Recipient Addr Contains:

Recipient Name Contains:

Subject Contains:

[22] Custom Message Search...
Messages Tab

Message List Search
[ Message ] | Buk | vius | status | PF )
Attachment Status: [ No Attachments [ Attachments ‘

[23] Custom Message Search...

Attach Tab
e Hessage List Search B T,
Message | Attach | Bulk | wirus | Status | SPF )
Bulk Status: & None Bulk

[24] Custom Message Search...
Bulk Tab

i Message List Search

[¥ Not Scanned
& Mot Fully Scanned
[¥ Suspect

[¥ zero-Hour

[¥ None detected
[¥ Not Scannable
[¥ Confirmed Virus

[25] Custom Message Search...
Virus Tab

! Message List Search

Status

Message Status: =1 Pending [d confirmation
Delivered [ Released
Dropped & Delivery Failed
[¥ Received

Admin Holds: [¥ No Holds [¥ Has Holds

[26] Custom Message Search...
Status Tab

i Message List Search

E none

[ fail = temperror
[ softfail [ permerror
[4 neutral

[27] Custom Message Search...
SPF Tab

Custom Message Search... Option

Selecting the Custom Message Search... option opens a
tabbed pop-up window which enables you to perform
searches based on:

= Message attributes (e.g., Sender Address, Sender
Name, Message Subject)

= Attachment presence

= Bulk

= Virus indication

*  Message status

= SPFresult

The Message tab on the Custom Message Search... window
(shown in Figure [22]) allows you to set search criteria for
message attributes such as Sender Address, Name, and
Subject. You do not need to enter complete information. The
search will look for the string of characters that have been
entered and will match messages accordingly.

The Attach tab allows you to narrow the search to those
messages with or without attachments according on the
option selected.

The Bulk tab allows you to include or exclude bulk messages
in the search results (see “Bulk Messages” for more
information). The check boxes in the Message Status section
enable you to narrow your search to specific categories of
messages.

The Virus tab allows you to the search by the categorization
of virus laden messages. Selecting a category will include
any messages with a matching category in the search results.
There is no limit to the number of categories that can be
selected.

The ESP tracks the status of every message. The Status tab
allows you to narrow or expand the search to include the
status of the messages. Selecting a status will include any
messages with a matching status in the search results. There
is no limit to the number of categories that can be selected.
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The SPF tab enables you to narrow your search to specific types of Sender
Policy Framework (SPF) results. This feature is designed for advanced users,
and unless you are familiar with SPF, Sendio recommends that you leave all
the SPF boxes checked. SPF will compare the IP address of the origination of
the message against a list of permitted sender hosts for the DNS record of the
domain.

After you have entered your search criteria, click the Set Search :
. Actions..

button to begin your search. =
accept Messages Ctrl+Shift+a L
Once a search has been executed, the number of messages that | add Message Senders to Accept List Ctrl+shift+s |
satisfied the search criteria will be displayed in the upper-right Drop Messages Ctrl+shifteD F—
corner. Add Message Senders to Drop List Ctri+Shift+G =
. - el
If you do not see a message that you expect when executinga | Delete Messages Ctri+ShifteF o
custom search, return to the ALL option on the message list and ~mm o i o o S S S o e e e e

then perform your custom search again. [28] Messages > Inbound

Messages > Actions... Drop-
Down Menu

ACTIONS... BUTTON

If there is a message that has yet to be verified, or if it is from a mailing list
that you would like to continue to receive, select the message and click the

button. There are four options in this menu that result in a
specific action on the message or messages selected.

OTE: Holding the Shift key and clicking lets you select a contiguous
range of records. Holding the Ctrl key lets you select individual
records as a group (but don’t Ctrl-Click on the check boxes).

#i: Please confirm

| Release and deliver pending message
Accept Messages i and add accept contack far the
| selected message?

If you wish to receive the selected message(s), choose this option and the ¥ Release all pending messages for

message(s) will be delivered to the top of your inbox. The history of this ' selected sender?
message(s) will now indicate that it was released by user request. This option ‘ aK | ‘ J— ‘
will not add the sender to the Accept-List. )

[ BE— |
Add Message Senders to Accept List [29] Message Release Dialog

If you wish to receive the selected message(s) and all future messages from
the same source, choose this option, and the message(s) will be delivered to
the top of your inbox and the message source will be added to the Accept-List.
The history of this message will now indicate that it was released by user
request. All future messages from this sender will be delivered to your inbox
immediately upon arrival.

In the case where there are additional messages in the pending queue from this
sender, you will be given the option of releasing those messages as well. [29]
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Drop Messages

Selecting Drop Messages removes the selected message(s) from the Pending
Queue, but they are still viewable via the Messages > Inbound Messages >
View... Dropped Messages option.

Add Message Senders to Drop List

If your Administrator has enabled this function, selecting the Add Message
Senders to Drop List menu option:

= causes all selected messages to become Dropped Messages

= adds the message senders to your Contact List as Drop Contacts

OTE: Do not add Drop Contacts to your Contacts List unless you are
receiving unwanted e-mail from the same sender repeatedly. A high
number of Drop Contacts lowers system performance.

Delete Messages

The Delete Messages menu option immediately deletes the selected message(s)

o)
from your Message Queue. Deleted messages are not recoverable. =z
w
CHECKING THE QUEUES =
o
Inbound Messag: l Outbound Messages . . . =
— 1 Your Message Queue will be self-sufficient once your § ()
_Refresn | view... | actons.. | contacts have been accepted and stabilized into the -5
. Delivered messages Ctrl+Shift+R E . . <t =Z
Ll @) Delivery Failed messages Cutshifts] | dynamic Accept-List. Check the ESP Inbound Messages z >
0@ T SHEITET |7 queue each day until all machine-generated messages that o
Rejected messages Ctrl+Shift+Y . . . —
i : e ————— Ctrls Shift+p ﬁ you wish to receive have been added to your Accept-List. 9
(et il il | - Once this process is completed (usually in one week), you 2
- - may not need to view the Inbound Messages queue again.
[30] Outbound Messages View... If you subscribe to a new machine-generated e-mail source
Button Drop-Down Menu or make an online purchase that sends a receipt via e-mail,
you may need to re-check this view to accept the message
source.

_Refresh | View... | Actions... |

Delete Messages Ctrl+Shift+F [

MESSAGES > OUTBOUND MESSAGES

=
1H@ Eric Johnson e]265s@att.com RE: Sendio: Admin acct

OTE: Your Administrator may have disabled the
Outbound Messages tab shown in Figure [32].

[31] Outbound Messages Actions...
Button Drop-Down Menu

Sendio ESP Logged in as John Randall =

User m&é&&é I Outbound Messages ]
o vessaves || peiesn |, view. | actions. | Messages 1 to 50 of 61 [ <«][< alian]

M 1E@ Eric Johnson ej265s@att.com RE: Sendio: Admin account for Johr 6/2/09 10:32 AM 8 KB

2@ /shelpa@msdirect: mvishelpa@msdirect: FW: Access Request Approved for I 6/1/09 9:40 PM 17 KB
W sH@ I Andrew Stallard Andrew@ktak.com  RE: Anti-spam Software 5/29/09 9:28 AM 58 KB
4@ kburress@methodist kburress@methodist Sendio Installation Review 5/28/09 3:58PM  BKB
sH@ kburress@methodist kburress@methodist Sendio Installation Review 5/28/09 2:44 PM 8 KB
6@ Il Ayodeji Fisayo Ayode ayodelea@ACCESSB, RE: Anti-spam Software 5/28/09 8:49 AM  FE6 KB
TH@ Il vozna, Joe vozna)@fortitech.CO RE: Sendio - Update 5/28/09 8:30 AM 17 MB

[32] Outbound Messages Queue
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The Outbound Messages queues record all messages that you send outside
your organization. [32]

Sendio ESP

User

If a message has a faded green square icon, this indicates that delivery has

been deferred, meaning the message could be delivered but has not yet been Hﬁiiﬁﬁi

delivered.

If there is a green icon with a red X, delivery was rejected, meaning the m
recipient’s mail server would not accept the message. ﬂﬂﬁ m

If you double-click the message, and then click the History button, the current

status of the message will be displayed. “

Wiew .., |and| Actions... |

The buttons for Outbound Messages provide o
options that work in a manner similar to those previously described for the [33] User Navigation Menu
Inbound Messages. (Figures [30] and [31])

CONTACTS

Contacts . . L
The =————"" button is the second item on the User navigation menu.
Selecting this button displays a view of the Contacts > Account Contacts
page, shown in Figure [34]. This view displays a list of known senders whose
messages are automatically handled by the ESP.

These addresses represent individuals or organizations whose e-mails are to be
either accepted, held or dropped if they are received by the ESP.

OTE: Contacts pages are sorted by the date that the contact was added
to the system. The data may be re sorted by clicking on any of the
column headings at the top of the table.

On the left side of the page is a column with a square two-color icon in the

header: . Each record in the table has either a green, a red or a white/gray
icon in this column.

Sendio ESP Logged in as John Randall E

User

Account Contacts | System Contacts |

tessaoes | | _ronean | new ] view. ] actions.] Contacts 1to 50 of 415 [ /<[]

6/2/09 1:21 PM

1 & @ eernardo Faria bernardo.faria@quality.com.br

2 [ @ Eric Johnson ej265s@att.com & 6/2/09 10:32 AM
W 3 [ @ Keven Burress keven.burress@methodistfamily.org = 5/28/09 5:31 PM
4 [d @ kburress@methodistfamil kburress@methodistfamily.org i 5/28/09 2:45 PM
5 [ @ mallory Cosio mallory.cosio@rmkr.com b 5/26/09 12:40 PM
6 [ @ Braeuer, Brenda brenda.braeuer@calibercollision.com i 5/22/09 4:14 PM
7 [ @ Torkamani, Naser naser.aghamusatorkamani@calibercollision e 5/22/09 3:39 PM

[34] Contacts > Account Contacts Page
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Name: I

eMail: I

IP: |

| Accept H

[& perform action on all matching pending messages

| save changes | cancel |
—

Action:

[35] New Contact Pop-up Window

Name: I
eMail: I
IP: |
Action: Accept 3
fa I
[ Perform z e
@ Drop
| (J Hold
—

[36] New Contact Action Drop-Down Menu

[ A green icon indicates that the address of this “sender” is
on your Accept-List and that messages from this sender
are to be immediately delivered to the your inbox.

Jd A red icon indicates that the address of this “sender” is
on your Drop-List and that messages from this sender are
to be immediately discarded and not delivered.

Q A white/gray icon indicates that the address of this
“sender” is on a Hold-List and that messages from this
sender are to be held in a user’s Pending Queue, and
either manually released to the inbox or simply allowed
to “age out” of the queue.

CREATING A NEW CONTACT

To enter a new contact, click the button. The pop-

up window shown in Figure [35] appears. Enter the name
and e-mail address of the contact in the appropriate fields. A
wildcard (*) may be used at any point in the e-mail address.

N OTE: The Name field is for display purposes only.

IP Field

The IP field allows you to input a specific IP address from
which the corresponding e-mail address must originate. Mail
from this e-mail address with a different IP address will be
presumed to be “spoofed” and therefore dropped. If left
blank, the system will auto-populate the IP field with a “*”
indicating that this particular contact’s e-mail can come from
any IP address. Accept-List contacts without a wildcard in
the address are processed before those addresses with a
wildcard.

Only one IP address can be specified per contact.

Action Field

The Action field has three options on a drop-down menu. [36]
= Accept adds the contact to your Accept-List
*  Drop adds the contact to your Drop-List
*  Hold adds the contact to your Hold-List

OTE: Drop-List contacts should be created only
in cases where messages are reaching your
inboxes from a well-known unwanted source.
Excessive use of Drop contacts can adversely
affect system performance.
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The Hold action is like a Drop, but leaves a message visible in the Pending
Queue so that manual handling can be done. Having a Hold contact is also like

having no contact at all, but stops the ESP Account Contacts | System Contacts |

from sending an SAV message out. It can be

useful for dealing with domains that use auto- _Refresh | New | view.. | actions.. | _ Cy

responders. &)l Contacts (DEFAULT) Ctrl+Shift+w | gpy

=T ) Accept Contacts only Ctrl+shift+E

= Drop Contacts only Ctrl+Shift+R

CHANGING CONTACT % Hold Cantacts anly Clrl+Shift+T I:
m Custom Contact search... Ctrl+Shift+Y

INFORMATION = [ @ rak Konicki rob Frmickirmamre e

To change any of the information in an existing contact, select the record and [37] Contacts > Account Contacts >
click Actions... > Edit Selected Contact, or double-click the contact entry in View... Button Drop-Down Menu
the Contact List. The pop-up window will be displayed. Modify the contact

information and save the changes.

i Contact List Search

CHANGING THE VIEW OF THE CONTACTS | Address Contains:
{  Name Contains:
M ] Action Is: Any Action |.EJ

The default view of the Contacts page shows all contacts. ] | setsearch || cancel |

Clicking on the button opens a drop-down menu ]

with other view options. There are also shortcut keys that can be used to [38] Custom Contact Search
initiate these views. [37]

Actions... Contacts

Custom Contact search Mew Contact Ctrl+Shift+r

== Import Contacts Ctrl+Shift+P
If a specific contact needs to be located, the Custom Contact Export All Contacts Ctrl+Shift+C
Search... option can be used. Edit Selected Contact Ctrl+5Shift+0

. i . Accept All Messages From Selected Contacts Ctrl+5Shift+a
In the Contact List Search pop-up window, a portion of the

address or name, and the action to Accept, Drop or Hold can
_be enter_ed; it is not necessary to.enter all three. Once the . [39] Contacts > Account Contacts
information has been entered, click the Set Search button, and the screen will > Actions... Button Drop-Down
display the results of the custom filter request. If an expected contact does not Menu

display, reduce the requirements in the custom filter.

Delete Selected Contacks Ctrl+Shift+x

Import
The ICE Box will accept:
CONTACTS > ACCOUNT CONTACTS » * CSV exports from Outlook/Outlook Express

(An example minimum import file can be found here.)
* vCard 2.1 & vCard 3.0 exports from Lotus Notes 6.
ACTlONS. e * Structured Text exports from Lotus Motes 5.

The buttons opens a drop-down menu as shown

below.
[40] Import Contacts Window

The New Contact action provides the same function as the New button
described above.
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B3 Microsoft Excel - icebox_minimum_import.csv [Read-Only]

@ File Edit Wiew Insert  Formst  Tools  Data  indow  Help  Adobe
VTRV N e A W I e I R Y
ECER

A | B | E [ D |

IMPORT CONTACTS

First Mame Last Name E-mail Address Mame
testi@sendio.com

test2@yahoo.com

testI@ibm. com

“i@jpmorgan.com  Everyone at JPMorgan

All JPMargan
[41] Contact Import CSV File

The Import Contacts action opens a window, shown in Figure
[40], which web interfacedes you through the process of
importing a set of contacts from an external source. Three
formats are supported:

Structure .

Comma Separated Value (CSV)
= vCard 2.1 and vCard 3.0 from Lotus Notes 6
= Structured Text exports from Lotus Notes 5

These contacts can be from an MS Exchange database or other e-mail system,

an enterprise CRM system such as Oracle or SAP, or from any other contact

database.

The CSV file must be structured in a specific format, shown in Figure [41]. An
example is viewable by clicking on the word “here” in the pop-up window

instructions.

In the import window, click the Browse... button to specify the CSV file to
import, and then click the Import button. All imported contacts will be added
to the Accept-List.

=

Opening AccountContacts.csv

‘fou have chosen ko open

AccountContacts.csy

which is a! Microsoft Office Excel Comma Separated Yalues File
from: http: ffibs.sendio.canm

‘what should Firefox do with this file?

Microsaoft Office Excel (default) W

() Save to Disk

[42] Export Contacts Dialog

E3 Microsoft Excel - SystemContacts.csv

Flle Edit Mew Insert Format Tools Data  Window Help  Adobe POF
el 3100 o 1o = Bl oria
H13 - &

A I B I c I i} T E [ F ©
Dizplay Name  E-mail Display Name | E-mail Address |ICEBox Action [CEBox Phase ICEBox Hits ICEBox IP Address

=10 5B Z U

1
| 2 |BH Funds BH Funds *@behringerharvs accept post-user
| 3| ConnectCompul ConnectComputer. com accept post-user -
| 4 |Don Valley Toy(Don Valley Toyota  “@dvnltcom  accept post-user -
| 5 |GreerDimes  GreenDirmes customersemviced accept post-user *
| B |Critical Outage Critical Outage Test  critical-outage@s accept pre-user 66.240.236.106
| 7 |Everyone at JP Everyone at JPMorgan “@jpmorgan com accept pre-user B
[ 8 | test3@ibm com accept pre-user
9 test@@sendio.com accept pre-user

=

pre-user
pre-user
post-user

test2@yahoo. cor accept
*@bounces.netsiaccept
sendio@gmail co accept

NetSuite Alerts MetSuite Alerts
Sendio at Grai Sendio at Gmail

o

W W W

13 |Rim Rim “@rim.com accept pre-user
e Lintin R e T r T A
W 4 » i SystemContacts / li€ Il ] 3|
Ready HUM

[43] Exported Contacts

FUNCTIONS

OTE: It may be necessary to disable the pop-up
blocker in order for the import process to function

properly.
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OTE: When exporting a contact list from MS Outlook, accept all the
defaults in the export action. The resulting file will be in the corre(l-:
format for import into the ESP. ,

alert

| Mare than one contact selected,

ROUBLESHOOTING TIP: An import will be unsuccessful if there is no
header row as indicated in the example file. The columns can be i
any order.

[44] Alert Dialog

EXPORT ALL CONTACTS

The Export All Contacts action executes a process to write all of the contacts
to a CSV file, readable by MS Excel and other applications. A dialog box shown
in Figure [42] opens, where you specify what to do with the exported file. A
portion of an exported file is shown in Figure [43].

Sendio ESP

User

EDIT SELECTED CONTACT
Select a record to edit by clicking the record or the check box next to the record
number. Then click Actions... Edit Selected Contact. Only one contact can be IW

edited at a time. If more than one record is selected, an Alert dialog box will be

displayed as shown in Figure [44]. Logout

[45] User Navigation Menu

Sendio ESP Logged in as John Randall E
User John Randall

m Details | Addresses | Silveriist
W Directory: Sendio Directory
iii"‘i wiﬂ | Directory DN: cn=john randall,ou=operations,ou=public,dc=ad01,dc=hq,dc=sendio,dc=com

Directory GUID: 11242b71-3f42-4cb7-bel1f-499e06dfo7190

I Wl Account Type: User

First Name: John Local Password
Last Name: Randal

Created: 5/20/08 10:36 AM

Created By: sysadmin Directory Password
Last Mod: 5/20/08 10:36 AM

Last Mod By: sysadmin

[46] Account Info Pages
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DELETE SELECTED CONTACTS

The Delete Selected Contacts action causes all of the records that have been
selected (by clicking their check box) to be removed from the database. If a
contact is removed, and a message is subsequently received from that address,
the sender will receive an SAV message.

ACCOUNT INFO

The W button is the third item on the User navigation menu.

Selecting this button displays a set of tabbed pages, shown in Figure [46].

ACCOUNT INFO > DETAILS

The Account Info > Details page is the default display, showing a summary

of your account information. It contains a summary of account information
and access to Local and Directory passwords. Establish a Local Password if

you would like to enable a third party to access your Message Queue without
sharing your network password. To establish a Local Password, click the Create
button an enter a password in the New Password and Confirm fields. [47]

Creating a local password is necessary only if you wish to
delegate access to your Message Queue.

New Password: I

Confirm: I The Directory Password button allows the User to

type a password and verify that it matches the password in

-. E the directory.

[47] Create Local Password

FUNCTIONS
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ACCOUNT INFO > ADDRESSES

The Account Info > Addresses page [48] displays all e-mail addresses that are
associated with your account. If you have other e-mail addresses that are
associated with your account, but are not listed in this view, then any messages
sent to those e-mail addresses will not be accepted and generate a bounce
message back to the sender. If there are e-mail addresses listed that should not
be associated with your account, please report them to your Administrator.

The blue icon ] indicates which address is the Primary Address. Primary
Addresses receive system messages and the Queue Summary messages, if
enabled.

Addresses

10 @ jrandall@sendio.com sendio.com John Randall 5/20/08 10:36 AM

Addresses 1to 1 of 1

[48] Account Addresses
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SECTION 5: QUEUE SUMMARY

If your IT administrator has enabled the Queue Summary feature, an e-mail
that shows the most recent 50 records in your Pending Queue will be sent to
your inbox on a daily basis. This e-mail is a brief and concise means of viewing
information on any recent messages in your Pending Queue.

If enabled, by an IT administrator, four “actions” available from this e-mail, by

clicking

on a link:
a message can be released [A-MSG]
a message can be dropped [D-MSG]

a message can be released and the sender address can be added to
the your Accept-List [A-SND]

a message can be dropped and the sender address can be added to
the yourDrop-List [D-SND]

These functions are provided as a convenience and completely analogous to the
functions on the ESP web interface.

File Edit View Tools Message Help

From:  Sendio ESP <queuesummary@clippership.com>;
Date: Friday, May 29, 2009.10:50 AM

To: Test User <newtest@clippership.com>;
Subject:  Queue Summary for Test User

SENDIO ESP QUEUE SUMMARY

This report is a snapshet of your live Sendio Message Queue.

Message: click A-MSG to accept the message.
click D-MSG to drop the message.

Sender: click A-SND to accept all pending and future messages from sender.
click D-SND to drop all pending and future messages from sender.

Inbound Message Queue {pending messages, no bulk)

You have 10 message(s) in your queue.

29 May 10:30  ga.sendiol@gmail qa.sendio1@gmail Test Msg 10 A-MSG | D-MSG A-SND | D-SND
23 May 10:30 Test Msg 9 A-MSG | D-MSG A-SND | D-SND
29 May 10:30  ga.sendiol@gmail ga.sendio1@: Test Msg 8 A-MSG | D-MSG A-SND | D-SND
29 May 10:28 Test Msq 7 A-MSG | D-MSG_A-SND | D-SND.
29 May 10:28  ga.sendiol@amail.com  ga.sendiol@gmail.com  Test Msg 6 A-MSG | D-MS56A-SND | D-SND
29 May 10:28 Test Msg 5 A-MSG | D-MSG_A-SND | D-SND.
29 May 10:28  ga.sendiol@amail.com  ga.sendiol@gmail.com  Test Msg 4 A-MSG | D-MS56A-SND | D-SND
[29 May 10:28 Test Msg 3 A-MSG | D-MSG_A-GND | D-SND|
29 May 10:28 _ ga.sendie1@gmail. ga.sendiole: Test Msg 2 A-MSG | D-MSG_A-SND | D-SND
[29 May 10:28 Test Msg 1 A-MSG | D-MSG_A-GND | D-SND|

Inbound Message Queue (pending messages, bulk only)

You have 10 message(s) in your queue.

23 May 10:27 RPD Spam test: Bulk A-MSG | D-MSG A-SND | D-SND
29 May 10:27 RPD Spam test: Bulk A-MSG | D-MSG_A-SND | D-SND
25 May 10:27 RPD Spam test: Bulkc A-MSG | D-MSG_A-SND | D-SND
29 May 10:27 RPD Spam test: Bulk A-MSG | D-MSG_A-SND | D-SND
23 May 10:27 RED Spam test: Bulkc A-MSG | D-MSG_A-SND | D-SND
28 May 10:27 RPD Spam test: Bulk A-MSG | D-MSG A-SND | D-SND
29 May 10:27 RPD Spam test: Bulk A-MSG | D-MSG_A-SND | D-SND
28 May 10:27 RPD Spam test: Bulk A-MSG | D-MSG A-SND | D-SND
29 May 10:27 RPD Spam test: Bulk A-MSG | D-M56_A-SND | D-SND
23 May 10:27 RED Spam test: Bulk A-MSG | D-MSG_A-SND | D-SND

I

[49] Typical Queue Summary Message

SUMMARY
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Inbound Message Queue (pending messages, bulk only)

You have 10 message(s) in your queue.

29 May 10:27 test@commtouch.com test@commtouch.com RPD Spam test: Bulk A-M5G | D-MSG A-SND | D-SND
29 May 10:27 test@commtouch.com test@commtouch.com RPD Spam test: Bulk A-MS5G | D-MSG A-SND | D-SND
29 May 10:27 test@commtouch.com test@commtouch.com RFD Spam test: Bulk A-MSG | D-MSG A-SND | D-SND
29 May 10:27 test@commtouch.com test@commtouch.com RFD Spam test: Bulk A-MSG | D-MSG A-SND | D-SND
29 May 10:27 test@commtouch.com test@commtouch.com RFD Spam test: Bulk A-MSG | D-MSG A-SND | D-SND
29 May 10:27 test@commtouch.com test@commtouch.com RPD Spam test: Bulk A-MSG | D-MSG A-SND | D-SND
29 May 10:27 test@commtouch.com test@commtouch.com RPD Spam test: Bulk A-MSG | D-MSG A-SND | D-SND
29 May 10:27 test@commtouch.com test@commtouch.com RPD Spam test: Bulk A-MSG | D-MSG A-SND | D-SND
29 May 10:27 test@commtouch.com test@commtouch.com RPD Spam test: Bulk A-MSG | D-MSG A-SND | D-SND
29 May 10:27 test@commtouch.com test@commtouch.com RPD Spam test: Bulk A-MSG | D-MSG A-SND | D-SND

[50] Queue Summary Message Addition When “Show Alternate” Parameter is Enabled
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APPENDIX A: THE SENDIO ESP PROCESS

The Sendio ESP is a sophisticated state machine that implements a highly configurable workflow engine. A high-level model
of the workflow is shown in Figure [1]. The Administrator can configure specific policy and system behavior for each stage in
the workflow.

Sender Check: the system does a series of tests using the Domain Name Service (DNS) and other mechanisms to
identify and classify the original sender of a message

Recipient Check: the system verifies that the intended recipients of a message have accounts on the target e-mail
server

SilverListing: the system uses a series of low-level SMTP tests to determine the validity of the sending e-mail server

Anti-Virus / “Malware”: the system scans all messages to ensure that they do not contain viruses, trojans, bots or
other “malware”

Corporate Policy: the system implements policies for handling large messages, those with “untrusted”
attachments, or with an excessive number of recipients

Standards Policy: messages are checked against industry standards for sender authentication, such as DKIM
(Domain Key Identified Mail) and SPF (Sender Policy Framework)

Contacts Check / SAV: the sender address of each incoming message is checked against both the system contact list
and personal contact list of the intended recipient. If a match is found, the system will process the message based
on the “action” setting of the matched contact entry (either drop, hold or delivery the message). If a match is not
found, a Sender Address Verification Request message will be sent back to the original sender. For more details, see
Appendix B below.
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APPENDIX B: SAV PROCESS

The Sender Address Verification (SAV) process is a simple, low maintenance
process that ensures your Contact List is maintained. In Figure [51], Tal Golan
(sendio@gmail.com) has sent an e-mail to a User protected by an ESP for the
first time. Tal’s name and e-mail address appear in the ESP Message Queue as a
Pending message. The User does not need to take any action.

[ Inbound Messages | Outhound Messages |

m“ Messages 1k B of 9 [fourd)
1 & Tal Golan sendio@gmail.com Naw buciness oppartunity 12/9/0E 5:27 FM = ZKE a
=4~] paul@webmarketingl23.co amylch@webmarketingl23 Webinar: Search Marketing for Tech Compank 12/9/06 5:12 AM 13 KB
3 al kalan alikalznT 7@ gmal.com L= [ - 12/8/06 255 44  3KB
40 0l ali kalan alikalan?? @gmail com Fwd: &k kalan b=nnis beacher istanbul turkey 127808 8:22 AWM TG KB
=& Saan Cassidy on behalf of ! scassidp@rankingonline.ca Rainking First Alart............. Mew [T Decision M 12/2/0E 7:48 AW 1Z EE
& W Accompa [re- infg Eaccempa.com Haw to avoid bipgest picfals of using Excel B 12/2/0B 2:51 AM 5 KB
TE Gigasize Support Team nareply Egigasse oom Tast-drive Gigasize Framum and Download A 11,27/08 11:04 4M 6 KB
g Aminian Business Servicas  infa@aminian.com Haliday Schedula 11/26/08 5124 P & KB
ol Aminian Business Sarvicas  infaffaminiancom Haliday Schaduls 11/26/08 3:13 Bl 6 KB | |

[51] Pending Message in Message
Queue

Tal Golan, sendio@gmail.com, automatically receives the SAV Request asking to
identify his validity as a sender, shown in Figure [52].

hrqju. Inc. requests that yvou verify your email address: please REPLY to this email. -- 17:27 December 09 2008

Inios | X

Jaonathan Oreeen 4o me show celail 527 PM (14 minutes ago} 4+ Ragly

Massaga from “Aanatnan Cwen™

I recagnize from your email addres= trat bis is the first messape | have rec=ived from you since Sendio, Inc. began using Sender Address
“arification SN,

Wikl massage 1 vary iImporant 1 ma, LIKS you, wa ana very concemed win siopping tha prolfaration of spam. We nave Implemantad Sancar
Andness Verficatian (54 toansume that wa do nof recetee unwaniad emall ard 1o give wou tha assurancs that your messages 1o ma hawa no
change of Deing titerad imc & bulk mal foger,
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By pressing REPLY and SEMD 1o this mes=age your anginal message wil be davered fo the top of my Inbax. You nes=d only do this ance and all
Tutuna emails will be recognized and deliered dinecily boome

Vihan replying to this emall, please maks sure that tha folowing emall address appears in the Too fiald of the raply:
- - 6,1.0, i

I you are unable 1o respond 1o Ehis authentication request within 2 wesbs, arif your reply is nol serd o the corredt emal address (as indicrled
abea ), wour message may 1ol be dalered,

Thark sl

Jorathan Crasn

00 % s m-res 8 mail provided by Seridie (i e Seniie orptnws s )

[52] SAV Request Message
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