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INTRODUCTION

WELCOME

Congratulations! Your organization has decided to deploy the Sendio® E-mail
Security Platform (ESP). This Sendio ESP is a network appliance that handles

all inbound (and typically all outbound) e-mail that flows between your
organization’s mail server and the Internet. The ESP appliance is designed to re-
establish e-mail as a trusted communications tool by totally eliminating spam
and e-mail threats in the enterprise environment. Unlike filters, which require
ongoing maintenance but remain only partially effective, Sendio’s proactive
approach to e-mail security incorporates a critical human element that brings
authenticity and control to e-mail communications.

This guide, intended for the end user, provides details about:

=  How the Sendio ESP operates in high level terms

=  How to use the web interface

=  How to interpret and use the daily Queue Summary e-mail
=  How to use Email Continuity

=  How to use the Sendio mobile interface

*=  How the Sender Address Verification Process works

CONVENTIONS IN THIS MANUAL

N OTE: A Note is information that deserves special consideration.

ROUBLESHOOTING TIP: A Troubleshooting Tip provides information that
has been known to help solve various problems.

ARNING: A Warning identifies information that could lead to
unintended consequences if not properly considered.

Data that is typed into a field in the web interface is identified using this
Courier font.

Menu Commands

The Sendio ESP web interface has menu commands that you follow to change
display pages, open dialog boxes and initiate certain actions. Primary menu
commands (or paths through the interface) are shown in bold type in the
format User > Messages > Inbound Messages. This example would mean:

= the User menu
= the Messages button
= the Inbound Messages tabbed page

The options on drop-down menus, such as Accept Contacts only, are shown in
italics.

ESP Terminology

Words that have special meaning within the context of ESP operations are
shown in jtalics, such as Accept-List, Established or Waiting.
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DOCUMENT REVISION HISTORY

Revision 2, August 12, 2014
Changes Sections Affected

Added icons for IP Reputation failure and Admin Hold. “All Messages Option” on page 15

Added the blocks “Anti-Spoofing SPF/DKIM checks,” “IP Reputation,” “HOW DOES SENDIO ESP WORK?” on page 3
and “Spam/Bulk assessment” to figure [1].

Described how to view an inbound message and the buttons that “Viewing Messages” on page 12

appear when viewing an inbound message.

Added new section that describes the Sendio mobile interface. “SENDIO MOBILE INTERFACE” on page 27

Added a new section that describes the Email Continuity feature. “Email Continuity” on page 29

Added descriptions for anti-spoofing SPF/DKIM checks, IP reputation, | “APPENDIX A: THE SENDIO ESP PROCESS” on page
and spam/bulk assessment. 31

Described the new HTML-based SAV feature. “HTML-Based SAV Process” on page 33
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eMail from Internet

‘

Sender Check

Recipient Check

&

‘

SilverListing

-

Anti-Virus / “Malware”

-

IP Reputation

-

Spam [ Bulk assessment

-

Corporate Policy
Standards Policy
Contacts Check / SAV

Deliver to eMail Server

‘

[1] Sendio ESP High-Level Workflow

Model

HOW DOES SENDIO ESP WORK?

The unique capabilities of the Sendio ESP re-establish e-mail as a trusted
communications tool by eliminating spam and e-mail threats completely from
the enterprise environment. This results in dramatic time savings for users
and IT staff, and reclaims lost resources for the company. Unlike filters and
crude scoring mechanisms that require ongoing maintenance by IT staff but
remain only partially effective, Sendio’s proactive approach to e-mail security
incorporates a critical human element that brings authenticity and control to
e-mail communications.

All incoming e-mail from the Internet to your organization is routed through the
Sendio ESP. The process of totally eliminating spam and threats is accomplished
by applying multiple layers of validation checking and security on every
incoming e-mail message (see figure [1]). Only e-mail transmissions that pass
all layers end up being delivered to your inbox. For more information, see
“APPENDIX A: THE SENDIO ESP PROCESS” on page 31.

All Sendio security layers prior to the last layer (Contacts Check/SAV) typically
block 99.5% of spam. These layers collectively form the Sendio Email Security
Gateway™ solution. Traditional spam filters typically provide a block rate below
98%. While the difference between 98% and 99.5% may seem minor, with ever-
increasing spam volumes into organizations, this extra 1-2% of spam leakage
can result in thousands of additional spam emails in the Inboxes of your users.

The final Sendio validation layer, “Contacts Check / SAV,” is key to eliminating
the remaining unwanted messages that manage to pass the previous security
layers. This final layer encompasses Sendio’s Opt-Inbox™ solution. At this layer,
the sender address is compared to your personal contact-list, as well as the
system contact-list that your administrator may choose to populate. If the
sender address matches a contact entry, the entry’s “action” specifies whether
messages from the sender should be Dropped, Held, or Delivered.

OTE: The administrator can configure a contact in the system-list to
take priority over your personal list. In such a case, if there is a
match in both lists, the action specified in the system-list will apply.

With Opt-Inbox™ , if the ESP does not find a match for the sender’s address,

it holds the message in your personal Inbound Message Queue and sends a
Sender Address Verification (SAV) message to the original sender. This approach
ensures the sender is a real person and not an automated sender generating
unwanted bulk email, junk email, or spam. By default, the auto-generated SAV
email is an HTML-formatted email containing a simple “Verify Me” button. The
sender simply clicks the button to join your Community and get added to your
Contacts, ensuring that all future messages are delivered immediately. There is
also a text version of the SAV that your IT administrator can enable, which has
the same results (see “APPENDIX B: SAV PROCESSES” on page 33).

Sendio Opt-Inbox™ is an essential ingredient in restoring trust in e-mail
communications. On the one hand, it restores the sender’s confidence in
knowing that his important e-mail will be delivered reliably to the intended
recipient. On the other hand, it ensures complete elimination of bulk, junk, or
spam from reaching your own inbox.

OTE: You can manually add individual entries to your personal contact-
list to receive specific machine-generated e-mail. You can also
import contacts from your e-mail client and from other senders to
specify a list of “trusted” senders that need not be verified.
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SECTION 1: LOGGING IN TO THE WEB INTERFACE

Your network administrator has created an account for you on the Sendio ESP.
Use one of the following web browser to access your account:

= Microsoft Internet Explorer 5.5 (or better)
= Firefox v1.5 (or better)
= Apple Safari 3 (or better)

To log in, browse to the URL address that was provided to you by your IT

administrator. 4

2

EXAMPLE http://esp.acmecorp.com o

3

A login screen will appear, as shown in Figure [2]. If your =

T administrator enabled the “Remember Me” feature, you will o

s - T you. z

see an additional checkbox as shown in Figure [3]. Choosing o

Please log in. this option will cause the system to remember your login E
wv

information for a duration that is set by your administrator.
During this time, you will not be prompted for your e-mail and
AR, password when accessing the system.

eMail Address: I barbara@firstfederal.com

Password:

E To log in, enter your e-mail address and password, as specified
by your administrator. The Sendio ESP can integrate with any
[2] Sendio ESP Default Login Window compliant Directory Server. If your organization’s ESP was set
up to take advantage of this feature you will be able to login
using the credentials you use to log in to your computer (e.g.
your username/e-mail and network password).

m—ii&-'-ﬁ'-m' e S
L n-a,;;?}i—{;;._,,

Flease log in.

eMail Address: Ibarbara@firstfederal.com The Sendio ESP will suspend your web browser session after
a certain duration of inactivity (the default of 15 minutes can
be adjusted by your administrator). A popup message will be
[ Remembar Me E displayed to indicate this has occurred. You can resume your
session with a single click inside the browser window (Figure
.., ).

[3] Sendio ESP Login Window with ‘Remember Me’

s b ok ok

Password:

ROUBLESHOOTING TIP: In the event that the login
Your session has become idle due fails, ensure that the Caps Lock is not turned on or
to inactivity., Pleasa dlick in the that you have not changed your e-mail password
window to resume. since the last login.

[4] Session Inactivity message
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SECTION 2: USING THE WEB INTERFACE

LAYOUT OVERVIEW

The web interface for the Sendio ESP is composed of a
navigation menu (left side) and a page display area (right
side), shown in Figure [5].

Navigation Page Display

Menu Area

INTERFACE

[5] Web interface Layout

(%]
—
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NAVIGATION MENU

User The navigation menu is comprised of navigation buttons as

shown in Figure [6]. These buttons provide navigation to the

following sections:

e Messages - use to review and manage your Inbound and
_ éecountinfo | \m Outbound Message Queue
W e Contacts - use to manage your accept/hold/drop contacts

e Account Information - use to review your account
information and to set or test your log in password.

o
=
Q
oy
(@]
o]
(%}

PAGE DISPLAYS

Clicking on different navigation menu buttons causes different
Sendio ESP information and configuration pages to be
displayed. Some pages show information in tables and others
in list format (described in more detail below).

[6] User Navigation Menu

Some pages are actually multiple pages separated into “tabs”.
Examples of tabbed pages are shown in Figure [7].

f Detais | addresses | options | Contacts | | Pages include various control buttons that modify the display
or change information, as shown in Figure [8].

Directory: Sendio - Internal Exchange
Directory DN: ch=ca channel directors,cn=user

[7] Examples of Pages with Tabs

SENDIO USER GUIDE PAGE 7
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Refresh || WiBw ., || Actions.., |

Local Password

Directory Password

Some control buttons cause additional pages (or “windows”) to “pop up” on [8] Examples of Control Buttons
top of primary pages, as shown in Figure [9].

Mame:

|
eMail: I
|
Action: |

Accept lﬂ

Phase: | Paost-User [a

TABLE'ORIENTED CONTROLS Save Chanﬁes I Cancel

Many pages display information in tables, such as the Inbound

The number of records displayed in a table page is 50. If the table contains [9] Example Pop-up Window

more than 50 records, &.EEE controls are displayed in the upper right
of the page that allow you to jump between pages.

The button causes a page to be reloaded in the browser. - B
T
-m | uBefcashy] imw | ctions | Messagas 1ta 24 of 24 [found)
The button opens a pop-up |@l8l@(ola]  senderneme | senderessr | ubject I ostes Jlsee ]|,
window that lets you create a new record. 1 i Fatita HOBMtinG  MoAtin@ecvternaet 10 WSt CONfRfence on Calfornia’s P /08 1L AM 10k A
FIF] Tiata Proterton Summit autnmalsr@datapratar Fres Sessions on Daba Protection, Secu 37308 70858 13KE |-
=l 105G Connect tech_newsleters@onlii <FRIDAYS. Change Management, File Ir 2/29/085:02 24 11 KB =
m X Eyj paul@webmarkebngl? paul@webmarkebngla Webinar Pay Per Chick Markebng Strate 3/25/08 2.04FM 10KB  |—
The bUtton Opens elther a s [l 1T Agenda tagendaftechtargetir Just Announced: proven tase studies re 2/28/08 LIGSLAM 12 KB
drop-down list or a pop-up window of EP] 105 Conned: feature_resources@onl 3064 Creates Srabegic Valus For tour B 2/25/08 355 4M GRE
. ) . . N 7 Il GO-To-Market sTategie Ups@go-to-markerswat [2/27/2008] The tuth about selling "va 2/27/08 95924 9 HB
alternate criteria for VIeWIng the dlsplayed g & Dazign To Delivery Inc o nfo@dZdine cosend.cor D2DInc February 2008 a-ewslsther 2/26/08 242 PN S HB
bl o el Credit Union techtalk - cunews@eunews.com  Credic Union tech-talk \Weekly 2/25 - 24 2/26/08 11:09 A4 B0 KB
table. 1010 106 Conret tech_rewsletter=@innli (DG Connert's Tarh Tussday 608 400 A A0 KE
11 & Data Protecton Summit aummailer@dataprotec Chat with Edperts about Protedting You 2/25/08 12:34 FM 13 KB
m Y] Paul@webmarkebnai2 paul@wet 512 Wabinar Pay Par Click Markebing State 2/25/08 L0iELAM 15 K8
The button opens a d rop- 13 (6 Patritia Hoertling maaton@aoviechinet  GTC West - Confersnce on California’s F 2/22/08 212 FM  10KB
p p ! 14 [ 100G Connett tzch_rewsletters@onln <FRIDE> Modem Antd-Malware, Confic 2/22/08 :236M  11KE
down list of actions that can be performed i 1516l 11 Agenda tagenda@tecttargetic oniine Media Swategy Session atthed 2f21/08 1207 PM 13KB G
to m.o?hfy the information |n. t.he Fab'le.. ' . [10] Example of a Page Showing a
Specific records can be modified individually or in a batch by “checking” the Table
box(es) next to the record number(s). [11]
OTE: Holding the Shift key and clicking lets you
select a contiguous range of records. Holding 1 [
the Ctrl key lets you select individual records 2 [d
as a group. When using this technique, avoid a [«
clicking directly on checkboxes. 4
5 [

[11] Check boxes

Clicking on a table column title or icon causes the table to resort the records in
either ascending or descending order.

PAGE 8 SENDIO USER GUIDE
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Subject I patesa| HIDING THE NAVIGATION MENU

Credit Union tech-talk Weekly 3/3 - 3/7 3/4/08 11:21 &M Sometimes it is desirable to hide the navigation menu so
GTC West - Conference on California’s F 3/3/028 10:21 AM that there is more room to see the page display. Clicking
Free Sessions on Data Protection, Secu 3/3/08 7,08 AM on the Menu Slider causes the navigation menu to close or
<FRID&Y> Change Management, File Ir 2/20/028 5:02 &M reopen. [14] [15]

Wehinar: Pay Per Click Marketing Strate 2/28/08 2:04 PM
[12] Table Records Sorted by Date

| Subject & |I Date
Wehinar: Pay Per Click Marketing Strate 2/28/08 2:04 PM
Wehinar: Pay Per Click Marketing Strate 2/25/028 10:21 AM
Wehinar Reminder: Leverage Channel F 2/21/08 8:22 &M
S04 Creates Strategic Walue For Your Bi 2/28/08 3:55 AM
Show Your Commitment to Intellectual F 2/20/02 9:02 &M

[13] Table Records Sorted by Subject

w
<
[
oc
w
fu—
=

Sendio ESP Logged in as John Randall ===
User inbound fiessages

m IMIMIM Messages 1 to 33 of 33 (found)

Im 1 Premier@premier.w Premier@premier.w Your Login Created 6/2/09 3:46 PM 4 KB

CONCEPTS

SECTION 3

—_— 2 W Premier@premier.w Premier@premier.w Your Login Created 6/2/09 3:46 PM 4KB
m 30 Symantec Corporati symantec_corporati Protection for Small Businesses: F 6/2/09 10:45AM 43 kB
4 com an proofing tip #2: Learn® 6/2/09 8:28 AM 23 KB
5[ Ascent Group, Inc.  Ascent_Group_Inc@ Prepublication Announcement - ¥ 6/1/09 9:39 AM 21 KB
6 Parature Inc Parature_Inc@mail. The Parature Blog - What to Say t 6/1/09 8:47 AM 9 KB
7 Il Jessica Younkins silveriness@btt-gmt Hometown of Hayes hoolds bearc 5/29/09 4:26 PM 16 KB
8 DatalnfoCom Inforn webmaster@datain Predictive Management of Inboun 5/29/09 6:24 AM 14 KB
o[l Ascent Group, Inc.  Ascent_Group_Inc@ Announcing -- Improving Frontline 5/28/09 11:52 AM 14 KB
10E John Quincy, editor jquir it Presentati -M 5/28/09 11:18 AM 39 KB

artdrav Recession-proofing tip #1: Cut pa 5/28/09 11:14 AM 22 KB
lore Explore Consulting May 2009 New 5/28/09 9:19 AM 96 KB
enc Last Chance to Register - No Neer 5/28/09 9:17 AM 5KB
141d 5 tite Delivery Status Notification (Failur 5/28/09 8:31AM 2 KB

15 [ Leadership Compar efaas@leadershipdi Corporate leads 5/28/09 7:10 AM 17 KB
16 Ii/ Innovator Training  brainrzns@gmail.col itation to Brainstorming & Comni 5/28/09 6:57 AM 2KB
SmartDraw.com mailinfo@smartdrav Recession-Proof Your Business Nc 5/27/09 1:39 PM 36 KB
& g Peter Smith peter.smith@genisy Request for telecon/meeting 5/27/09 10:11 AM 7 KB
19 @ The Ascent Group  The_Ascent_Group{ Meter Reading - Benchmarking O 5/27/09 6:39 AM 16 KB
Admin ° 20 @ KIBS. kibs@kyliptix.com  Money Back Guarantee- CRM and 5/26/09 2:55PM 33 KB

[14] Navigation Menu Open

Sendio ESP Logged in as John Randall ==

Inbound Messages

MMM Messages 1 to 33 of 33 (found)

Premier@premier.wireless.a Premier@premier.wireless.a Your Login Created 6/2/09 3:46 PM 4 KB

2 Premier@premier.wireless.a Premier@premier.wireless.a Your Login Created 6/2/09 3:46 PM 4 KB
3 Symantec Corporation symantec_corporation@sym Protection for Small Businesses: Register Today 6/2/09 10:45 AM 43 KB
afd com il .com ion-proofing tip #2: Learn to cut the righ 6/2/00 8:28 AM 23 KB
5 Ascent Group, Inc. Ascent_Group_Inc@mail.vre Prepublication Announcement -- Meter Reading 6/1/09 9:39 AM 21KB

6 Parature Inc Parature_Inc@mail.vresp.co The Parature Blog - What to Say te a Porcupine 6/1/09 8:47 AM S KB
7 1l Jessica Younkins silveriness@btt-gmbh.de Hometown of Hayes hoolds beard-growing con' 5/29/09 4:26 PM 16 KB
8 DatalInfoCom ion D i d i I of Inbound Call Center: 5/29/09 6:24 AM 14 KB
o[H Ascent Group, Inc. Ascent_Group_Inc@mail.vre Announcing — Improving Frontline Performance 5/28/08 11:52 AM 14 KB
10 [ John Quincy, editor jquincy ati ert. i Newsletter - May issue 5/28/09 11:18 AM 39 KB
11 [ SmartDraw.com mailir tdraw.com 1-proofing tip #1: Cut payroll but not ¢ 5/28/09 11:14 AM 22 KB

ploreconsulti Explore Consulting May 2009 Newsletter 5/28/09 9:19 AM 96 KB.

rences.com Last Chance to Register - No Need to Speak to 5/28/09 9:17 AM 5KB
ortitech.com  Delivery Status Notification (Failure) 5/28/09 8:31AM 2 KB

15 [l ipdirectories Corporate leads 5/28/097:10 AM 17 KB
16 Innovator Training brainrkns@gmail.com Invitation to Brainstorming & Concept Developr 5/28/09 6:57 AM 2KB
‘/fﬂ SmartDraw.com mailir tdraw.com 1-Proof Your Business Now 5/27/09 1:33PM 36 KB
‘I‘ 18 [ Peter Smith peter.smith@genisys-group Request for telecon/meeting 5/27/09 10:11AM 7 KB
19 The Ascent Group The_Ascent_Group@mail.vrs Meter Reading - Benchmarking Opportunity 5/27/08 6:38 AM 16 KB
> 20 KIBS. kibs@kyliptix.com Money Back Guarantee- CRM and Marketing Api 5/26/09 2:55PM 33 KB

[15] Navigation Menu Closed
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SECTION 3: WEB INTERFACE FUNCTIONALITY

OVERVIEW

The main function of the Sendio ESP web interface is to provide access to your
inbound and outbound message queues as well as providing you with the
ability to manage your personal contact list. This list determines which senders
are trusted for accepting inbound e-mail as well as senders that are explicitly
blocked from delivering e-mail to your inbox.

The User Menu has three navigation buttons that allow you to access distinct

Sendio ESP sections of the Sendio ESP interface:
User —_—
M
The e menu button provides access to your inbound and outbound
message queues.

The R menu option allows you to view and manage your personal
IM Contacts list. If enabled by the administrator, you can also view the system
contacts in a separate tab.

The m menu option provides a summary of your Sendio ESP
[16] User Navigation Menu account.
The following sections will describe each of these menu functions in detail.

FUNCTIONALITY

MESSAGES

Inbound Messages are messages that someone (or some system) has sent to
you. Outbound Messages are ones that you send to other people.

]
O
=
oc
w
o
=
[aa]
=
=
=z
Q
-
O
o]
(%}

When you first log in to the Sendio ESP, the initial page display is your Messages
> Inbound Messages Message Queue. By default, this view displays only
pending messages. An example is shown in Figure [17].

Sendio ESP Logged in as John Randall ===
User [ Inbound Messages l Outbound Messages |
m MWM Messages 1 to 32 of 32 (found)
. Contats | j i
1 Premier@premier.w Premier@premier.w Your Login Created 6/2/09 3:46 PM
e ———— 2 [ Premier@premier.w Premier@premier.w Your Login Created 6/2/09 3:46 PM 4 KB
m 3 Symantec Corporati symantec_corporati Protection for Small Businesses: F 6/2/09 10:45AM 43 KB
4 SmartDraw.com mailinfe iraw Rec ion-proofing tip #2: Learn® 6/2/09 8:28 AM 232 KB
5 M Ascent Group, Inc.  Ascent_Group_Inc@ Prepublication Announcement -- M 6/1/09 9:39 AM 21 KB
6 [ Parature Inc Parature_Inc@mail. The Parature Blog - What to Say t 6/1/09 8:47 AM 9 KB
7 I Jessica Younkins silveriness@btt-gmt Hometown of Hayes hoolds bearc 5/29/09 4:26 PM 16 KB
8 DatalnfoCom Inforn webmaster@datain Predictive Management of Inboun 5/29/09 6:24 AM 14 KB
| Ascent Group, Inc.  Ascent_Group_Inc@ Announcing -- Improving Frontline 5/28/09 11:52 AM 14 KB
10 [ John Quincy, editor jguincy@presentatic PresentationXpert Newsletter - M 5/28/09 11:18 AM 39 KB
11 W SmartDraw.com mailinfo@smartdraw Recession-proofing tip #1: Cut pa 5/28/09 11:14 AM 22 KB
12 [wl Fvnlara 1t 1, ar lnre Fynlara Conanltina Mawv 2000 Maw 5/22/N0 10 AM aR KR

[17] Messages > Inbound Messages Pending Queue

OTE: Your Administrator may have disabled the Outbound Messages
tab shown in Figure [17].

SENDIO USER GUIDE PAGE 11
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VIEWING MESSAGES

You can view an inbound message before accepting it by double-
clicking the message. When you double-click a message, the
message opens and the following buttons appear between the
header and body of the message (see figure [18]).

S displays history information below the buttons. The

history includes the date and time, event, and event details Date & Time  Event Event Detail
. . . 8/6/14 6:52 PM  SAVRegSent to bounce@news.gamehouse.com
associated with the message (See ﬁgure [19]) 8/6/14 6:52 PM  Pending No contact match, holding, SAV sent
8/6/14 6:52 PM  ZeroHourScan  Message scanned for zero hour viruses

8/6/14 6:52 PM  ClamAV Scanned message for viruses, none found.
opens a browser window with the message shown |s/6/14 6:52 PM  SilverListing Sending IP passed test

in HTML fOrmat. 8/6/14 6:52 PM Received delivery id is 1407376337.23335.1.0

L_
releases and delivers the selected message. [19] Sample Email History

Add Sender receives selected and future messages from the

same sender. Messages are delivered to the top of your inbox
and the message sender is added to the Accept-List. The history
of this message indicates it was released by user request. All
future messages from this sender are delivered to your inbox
immediately upon arrival. For additional messages in the pending
queue from this sender, you are given the option of releasing
those messages as well.

drops the selected message.

ﬂ

Drop Sender drops the selected message and creates a drop

contact for the selected message. Clicking this button also gives
you the option to drop all pending messages for the selected
sender. All future messages from this sender are dropped and not
delivered to your inbox.

Delete

deletes the selected message.

Close
closes the message.

[18] Example of an Open Email Message

PAGE 12 SENDIO USER GUIDE
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WHAT’S A “QUEUE” ?

A “queue” is a list of messages. In the Sendio ESP, a queue is presented in a
table format, like the Inbound Messages Queue above.

As a User, you have several different queues that hold your messages. These
include:

= the Pending Queue, which lists messages that are waiting for someone
to verify that they are “legitimate”

= the Delivered Messages Queue, which lists all of the messages that the
ESP has delivered to your inbox

= the Held Messages Queue, which “holds” messages that have some
sort of policy violation until an Administrator decides what to do with
them

= the Dropped Messages Queue, which lists all of the messages that the
ESP has been directed to “drop”, usually from a known spammer’s
address

= the Rejected Messages Queue, which lists any messages that have
been rejected by the ESP, such as those containing viruses

WHAT’S A “VIEW” ?

The ESP gives you a way to get different “views” of your queues. For example,
you can look at a list of all of the messages sent to you from ‘ibm.com’.

FUNCTIONALITY

When you first log in to your ESP account, your Inbound Messages Pending
Queue is displayed. This table shows all of the messages sent to you that have
successfully passed through the e-mail integrity workflow and are now simply
waiting for sender verification.
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The Outbound Messages tab displays messages that have been sent to
destinations outside the organization. There is no need to delete messages
from these queues as the ESP will delete them automatically after a certain
number of days. The number of days that a message is held in queue is
determined by your Administrator and can range from one day to four weeks.

MESSAGES CONTROLS

Refresh
At the top of the Inbound Message page, there are three buttons: ———=,

WiEw .., Actions...
, and .

Refresh Button

. . . . . Refresh
While a view will automatically update at a regular interval, the ———=

button allows the User to initiate the refresh process at any time. The ESP will
reload all queued messages in the display.
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e e VIEW BUTTON

Pending messages, no bulk (DEFALLT) CErl+Shift+\ .

Pending messages, show bulk Ctri+5hift+E The VIL button has several options that make the
Delivered messages Ctrl+Shift+R Message Queue easier to manage. To change the view, you
Held messages Ctrl+Shift+] select one of the options from the drop-down menu.

Dropped messages Ctrl+5hift+T

Rejected messages Ctrl+Shifta Each view represents a search performed by the ESP (e.g., the
54y Response messages Ctrl+ Shifte O ESP searches for all delivered messages when the Delivered
ALL messages Ctrl+Shift+P messages view is selected). If you would like to create a
Custom message search.., Ctrl+Shift+[ customized search, select Custom message search.... In

ST rET e sarreresenta - addition, the keyboard shortcut for each view is displayed to
the right of the selection.

[20] Inbound Messages View...
Button Drop-Down Menu

Pending Messages Options

When the ESP is first installed, it will block all “anonymous” e-mail sent to your
e-mail system. However, it may also prevent delivery of machine-generated
e-mail that you may actually wish to receive (e.g., notifications from industry
experts, e-Newsletters, receipts for airline reservations). In order to ensure you
receive these machine-generated e-mail messages, you will need to add these
senders to your Accept-List.

Check the Inbound Messages queue each day until all the machine-generated
messages that you wish to receive have been added to your Accept-List (see
“CONTACTS” on page 19 to manually create an Accept-List contact).

Delivered Messages Option

Selecting this option will modify the view to display only messages that
have been delivered through to the e-mail server and have received an
acknowledgement of receipt from the e-mail server.

Dropped Messages Option

Selecting this option will modify the view to display only messages that have
been dropped as a result of policy settings such as an unwanted sender.
Double-clicking a message and then clicking the History button will detail the
policy that caused the message to be dropped.

Rejected Messages Option

Selecting this option will modify the view to display only messages that have
been rejected. A message could be rejected due to policy reasons or because
the e-mail server did not accept the message. As with dropped messages,
clicking the History button will detail the policy that caused this message to be
rejected.

SAV Response Message Option

Selecting this option will modify the view to display only messages that have
been received as a result of the Sender Address Verification process.
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All Messages Option

Selecting this option will modify the view to display all messages that have been
handled for you by the ESP. In this view, icons are used to identify various types
of messages:

A green dot indicates that the message is from a known sender and has
been delivered to your inbox. A faded green dot indicates that the system
has not yet been able to deliver the inbound message to your mail server.
On the outbound, a faded green means the ESP cannot yet deliver the
message to the intended destination. In both cases, the ESP will retry for a
period of time.

- N green dot with a red “X” superimposed indicates a message that has been
accepted by the ESP but rejected by the MTA. Clicking the message and
selecting the History button will show the reason for the rejection.

[ A red dot indicates that the message has been dropped and has not been
delivered to your inbox. Clicking the message and selecting the History
button will show the reason for the drop.

> Ared “X” indicates a message that has been rejected completely by the
ESP.

A black dot with a “V” superimposed indicates a message that is infected
with 1 or more viruses.

A black dot with a “Z” superimposed indicates a message that is part of an
ongoing zero-hour virus outbreak.

FUNCTIONALITY

A red dot with a “V” superimposed indicates a message that is suspected of
containing one or more unknown viruses.
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A yellow dot with a “U” superimposed indicates a message that is
“unscannable.” The message may be corrupted or contains encrypted
attachments.

A yellow dot with a “?” superimposed indicates a message that has not
been FULLY scanned by the virus scanning service.

A Black dot with a “?” superimposed indicates a message that has not been
scanned AT ALL by the virus scanning service.

A blue dot with a “B” superimposed indicates that the message is classified
as probable bulk mail.

A blue dot with a “L” superimposed indicates that the message is classified
as a list message. These messages will be automatically released if the List
Auto Accept feature has been enabled by your IT administrator.

@ A black dot with “IP” superimposed indicates a sender IP address
reputation failure.

'@ A red dot with an exclamation point (!) superimposed indicates an Admin

hold. Only your IT administrator can release such a message.

Messages without indicator dots are being held by the ESP either pending
verification by the sender or because they match a contact on the Hold-List.
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SENDIO

[ i Message List Search

| Message 1 Attach 1 Bulk 1 Virus 1 Status 1 SPF W

Sender Addr Contains:

| Sender Name Contains:

| Recipient Addr Contains:

Recipient Name Contains:

| Subject Contains:

| Set Search | Cancel

[21] Custom Message Search...
Messages Tab

i Message List Seard

attach | pulk | virus | sStatus [ SPF |

Attachment Status: [ No Attachments [ Attachments ‘ |

[22] Custom Message Search...
Attach Tab

% Message List Search FF

| Message 1 Attach I Bulk l Virus 1 Status 1 SPF 1

Bulk Status: [& None = Bulk | |

[23] Custom Message Search...
Bulk Tab

i Message List Seard

[ Message 1 Attach 1 Bulk I Virus I Status 1 SPF 1

Virus Status: [¥ None detected [¥ Not Scanned
[ Not Scannable & Mot Fully Scanned
[¥ confirmed Virus |§Suspect
[¥ zero-Hour

[24] Custom Message Search...
Virus Tab

! Message List Search

[ Message 1 Attach 1 Bulk 1 Virus Status SPF

Message Status: =1 Pending [d confirmation
= pelivered [¥ Released
[ propped & Delivery Failed
[¥ Received

Admin Holds: [¥ No Holds [¥ Has Holds

[25] Custom Message Search...
Status Tab

Ifff : Message List Search

| [ Message 1 Attach 1 Bulk 1 Virus 1 Status SPF

SPF Status: 4 pass [& none
| [ fail [ temperror
| [ softfail [& permerror
| [4 neutral

[26] Custom Message Search...
SPF Tab

Custom Message Search... Option

Selecting the Custom Message Search... option opens a
tabbed pop-up window which enables you to perform
searches based on:

= Message attributes (e.g., Sender Address, Sender
Name, Message Subject)

= Attachment presence

= Bulk

= Virus indication

=  Message status

= SPFresult

The Message tab on the Custom Message Search... window
(shown in Figure [21]) allows you to set search criteria for
message attributes such as Sender Address, Name, and
Subject. You do not need to enter complete information. The
search will look for the string of characters that have been
entered and will match messages accordingly.

The Attach tab allows you to narrow the search to those
messages with or without attachments according on the
option selected.

The Bulk tab allows you to include or exclude bulk messages
in the search results (see “Bulk Messages” for more
information). The check boxes in the Message Status section
enable you to narrow your search to specific categories of
messages.

The Virus tab allows you to the search by the categorization
of virus-laden messages. Selecting a category will include
any messages with a matching category in the search results.
There is no limit to the number of categories that can be
selected.

The ESP tracks the status of every message. The Status tab
allows you to narrow or expand the search to include the
status of the messages. Selecting a status will include any
messages with a matching status in the search results. There
is no limit to the number of categories that can be selected.

PAGE 16
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The SPF tab enables you to narrow your search to specific types of Sender
Policy Framework (SPF) results. This feature is designed for advanced users,
and unless you are familiar with SPF, Sendio recommends that you leave all
the SPF boxes checked. SPF will compare the IP address of the origination of
the message against a list of permitted sender hosts for the DNS record of the
domain.

After you have entered your search criteria, click the Set Search :
. Actions..

button to begin your search. —
accept Messages Ctrl+Shift+a L

Once a search has been executed, the number of messages that | add Message Senders to Accept List Ctrl+shift+s |

satisfied the search criteria will be displayed in the upper-right Drop Messages Ctrl+ShifteD F—

corner. Add Message Senders to Drop List Ctrl+Shift+G =

If you do not see a message that you expect when executinga | Delete Messages Ctri+Shift+F P

custom search, return to the ALL option on the message list and ~rmm o i s o o o S S e e e e e

then perform your custom search again. [27] Messages > Inbound

Messages > Actions... Drop-
Down Menu

ACTIONS... BUTTON

If there is a message that has yet to be verified, or if it is from a mailing list
that you would like to continue to receive, select the message and click the

button. There are four options in this menu that result in a
specific action on the message or messages selected.

FUNCTIONALITY
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OTE: Holding the Shift key and clicking lets you select a contiguous
range of records. Holding the Ctrl key lets you select individual
records as a group (but don’t Ctrl-Click on the check boxes).

| Please confirm ¢

| Release and deliver pending message
Accept Messages i and add accept contact for the
| selected message?

To receive the selected message(s), choose this option and the message(s) & Release all pending messages for

will be delivered to the top of your inbox. The history of this message(s) will ! selected sender?
now indicate that it was released by user request. This option will not add the ‘ Ok I | i |
sender to the Accept-List.

MEE———— |
Add Message Senders to Accept List [28] Message Release Dialog

To receive the selected message(s) and all future messages from the same
sender, choose this option, and the message(s) will be delivered to the top
of your inbox and the message sender will be added to the Accept-List.

The history of this message will now indicate that it was released by user
request. All future messages from this sender will be delivered to your inbox
immediately upon arrival.

In the case where there are additional messages in the pending queue from this
sender, you will be given the option of releasing those messages as well. [28]

SENDIO USER GUIDE PAGE 17



USER GUIDE SENDIO

Drop Messages

Selecting Drop Messages removes the selected message(s) from the Pending
Queue, but they are still viewable via the Messages > Inbound Messages >
View... Dropped Messages option.

Add Message Senders to Drop List

If your Administrator has enabled this function, selecting the Add Message
Senders to Drop List menu option:

=  causes all selected messages to become Dropped Messages

= adds the message senders to your Contact List as Drop Contacts

OTE: Do not add Drop Contacts to your Contacts List unless you are
receiving unwanted e-mail from the same sender repeatedly. A high
number of Drop Contacts lowers system performance.

Delete Messages

The Delete Messages menu option immediately deletes the selected message(s)
from your Message Queue. Deleted messages are not recoverable.

|_Refresh | view... | actions... | Your Message Queue will be self-sufficient once your
B e SRRELER | | contacts are accepted and stabilized into the dynamic

1H@ Delivery Failed messages Ctrl+5hift+] H 3

S Released message crrsshitsT [ Accept-List. Check the ESP Inbound Messages queue each
T e CtrteShiftY T day until all machine-generated messages that you want to
—— ALl messages (DEFAULT) Ctrl+Shift+P . B )

4E: T —— et | | receive are added to your Accept-List. Once this process

5 R

is completed (usually in one week), you may not need to
[29] Outbound Messages View... view the Inbound Messages queue again. If you subscribe
Button Drop-Down Menu to a new machine-generated e-mail sender or make an
online purchase that sends a receipt via e-mail, you may
need to re-check this view to accept the message sender.

(_inbound Messages | Outoound Messsges ] MESSAGES > OUTBOUND MESSAGES
Refresh | View... lm

‘ | | | Delete Message: Ctrl+Shift+F [

1H@ Eric Johnson ej265s@att.com RE: Sendio: Admin acﬁ OTE: Your Administrator may have disabled the
2l Outbound Messages tab shown in Figure [30].

[30] Outbound Messages Actions...
Button Drop-Down Menu The Outbound Messages queues record all messages that

you send outside your organization. [31]

Sendio ESP Logged in as John Randall R
User Inbound Messages I Outbound Messages ]
M . .
| i | Refresh | View... | Actions... Messages 1 to 50 of 61 [« |[«][x]le]
| Saniacs | | |'Iﬂ|ﬁl'| Recipient Name I Recipient Addr I Subject I Date I size
m | 1E@ Eric Johnson ej265s@att.com RE: Sendio: Admin account for Johr 6/2/09 10:32 AM 8 KB
e — 2 W@ mvlshelpa@msdirect: mvlshelpa@msdirect: FW: Access Request Approved for ! 6/1/09 9:40 PM 17 KB
| m | 3E@ I Andrew Stallard Andrew@ktak.com  RE: Anti-spam Software 5/29/09 9:28 AM 58 KB
4@ kburress@methodist kburress@methodist Sendio Installation Review 5/28/09 3:58PM B8 KB
sH@ kburress@methodist kburress@methodist Sendio Installation Review 5/28/09 2:44 PM 8 KB
L@ Il Ayodeji Fisayo Ayode ayodelea@ACCESSE: RE: Anti-spam Software 5/28/09 8:49 AM 76 KB
TH@ Il vozna, Joe vozna)@fortitech.CO RE: Sendio - Update 5/28/09 8:30 AM 17 MB

[31] Outbound Messages Queue
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If a message has a faded green square icon, this indicates that delivery has -
been deferred, meaning the message could be delivered but has not yet been Sendio ESP
delivered. User

If there is a green icon with a red X, delivery was rejected, meaning the Hﬁiiiﬁi

recipient’s mail server would not accept the message.

If you double-click the message, and then click the History button, the current I“
status of the message will be displayed. M
The |‘*“'$| and Im buttons for Outbound Messages provide I“

options that work in a manner similar to those previously described for the
Inbound Messages. (Figures [29] and [30])

[32] User Navigation Menu

CONTACTS

The R button is the second item on the User navigation menu.

Selecting this button displays a view of the Contacts > Account Contacts
page, shown in Figure [33]. This view displays a list of known senders whose
messages are automatically handled by the ESP.

These addresses represent individuals or organizations whose e-mails are to be
either accepted, held or dropped if they are received by the ESP.

OTE: Contacts pages are sorted by the date that the contact was added
to the system. The data may be re sorted by clicking on any of the
column headings at the top of the table.

FUNCTIONALITY
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On the left side of the page is a column with a square two-color icon in the

header: . Each record in the table has either a green, a red or a white/gray
icon in this column.

A green icon indicates that the address of this “sender” is on your Accept-
List and that messages from this sender are to be immediately delivered to

your inbox.
Sendio ESP Logged in as John Randall ==
Vs, Account Contacts | _System Contacts |

o vessages || caesn | ew | view... |, acios.. | Contacs 110 50 o 415 (<< [l
M 1 & @ eernardo Faria bernardo.faria@quality.com.br 6/2/09 1:21 PM

2 [0 @ Eric Johnson ej2655@att.com & 6/2/09 10:32 AM |-
m 3 [ @ Keven Burress keven.burress@methodistfamily.org = 5/28/09 5:31 PM E
4 [d @ kburress@methodistfamil kburress@methodistfamily.org i 5/28/09 2:45 PM %
5 [ @ mallory Cosio mallory.cosio@rmkr.com b 5/26/09 12:40 PM %
6 [0 @ Braeuer, Brenda brenda.bracuer@calibercollision.com = 5/22/09 4:14PM |-
7 [ @ Torkamani, Naser naser.aghamusatorkamani@calibercollision e 5/22/09 3:39 PM =

[33] Contacts > Account Contacts Page
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A red icon indicates that the address of this “sender” is
on your Drop-List and that messages from this sender are
I to be immediately discarded and not delivered.

Mame:

eMail:
I A white/gray icon indicates that the address of this

IP: | “sender” is on a Hold-List and that messages from this
sender are to be held in a user’s Pending Queue, and
either manually released to the inbox or simply allowed
[¥ Perform action on all matching pending messages to “age out” of the queue.

Action: | Accept |a

| Save Changes | | Cancel |

I ___| CREATING A NEW CONTACT

[34] New Contact Pop-up Window To enter a new contact, click the button. The pop-

up window shown in Figure [34] appears. Enter the name
and e-mail address of the contact in the appropriate fields. A
wildcard (*) may be used at any point in the e-mail address.

! Name: | N OTE: The Name field is for display purposes only.
E eMail: |
| ™ | IP Field
i ACHon: Accept g The /P field allows you to input a specific IP address from
| & perform = L which the corresponding e-mail address must originate. Mail
] g ELTS from this e-mail address with a different IP address will be
- ) presumed to be “spoofed” and therefore dropped. If left
i e blank, the system will auto-populate the IP field with a “*”

indicating that this particular contact’s e-mail can come from
any IP address. Accept-List contacts without a wildcard in
the address are processed before those addresses with a
wildcard.

[35] New Contact Action Drop-Down Menu

Only one IP address can be specified per contact.

Action Field

The Action field has three options on a drop-down menu. [35]
= Accept adds the contact to your Accept-List
= Drop adds the contact to your Drop-List

*  Hold adds the contact to your Hold-List

OTE: Drop-List contacts should be created only
in cases where messages are reaching your
inboxes from a well-known unwanted sender.
Excessive use of Drop contacts can adversely
affect system performance.

The Hold action is like a Drop, but leaves a message visible

in the Pending Queue so that manual handling can be done.
Having a Hold contact is also like having no contact at all, but
stops the ESP from sending an SAV message out. It can be
useful for dealing with domains that use auto-responders.
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CHANGING CONTACT INFORMATION

To change any of the information in an

i . 2

existing contact, select the record and click  Account Contacts | System Contacts |
Actions... > Edit Selected Contact, or double- Refresh | New | View.. | Actions.. Ca
click the contact entry in the Contact List. The all Contacts (DEFAULT) Crle Shifts W E
pop-up window will be displayed. Modify the 10 @ Accept Contacts only Ctrl+Shift+E
contact information and save the changes. T 5@ Bushier Drop Contacts only Ctrl+Shift+R |:

W Hold Contacts only Ctrl+Shift+T

— | Custom Contact search... Ctri+5Shift+Y ——
CHANGING THE VIEW OF THE 4d @ Tomas £

S [ M rak Eonicki roh kFnmickimarme re

CONTACTS PAGE [36] Contacts > Account Contacts >

View... Button Drop-Down Menu

The default view of the Contacts page shows all contacts. Clicking on the

IE button opens a drop-down menu with other view options. There
are also shortcut keys that can be used to initiate these views. | Contact List Search
(36]

Address Contains: |

i Name Contains: |
i

Action Is: |Any Action IEJ
w
(@]
=
05>
EE
[37] Custom Contact Search E =
=
w
o
Custom Contact search... = 5
e ) < 2
If a specific contact needs to be located, the Custom Contact Search... option z 2
o
can be used. 5
In the Contact List Search pop-up window, a portion of the address or name, A
and the action to Accept, Drop or Hold can be entered; it is not
necessary to enter all three. Once the information has been i
entered, click the Set Search button, and the screen will display | Mew Contact Cirl+Shift+H
the results of the custom filter request. If an expected contact | Import Contacts Ctrl+Shift+pP
does not display, reduce the requirements in the custom filter. | Export All Contacts Cirl+Shift+C
Edit Selected Contact Ctrl+Shift+0

accept All Messages From Selected Contacts Ctrl+Shift+a

Delete Selected Contacks Ctrl+Shift+x

[38] Contacts > Account Contacts

CONTACTS > ACCOUNT CONTACTS > ACTIONS... > Actions... Button Drop-Down

Menu
The IE buttons opens a drop-down menu as shown below.

The New Contact action provides the same function as the New button
described above.

IMPORT CONTACTS

The Import Contacts action opens a window, shown in Figure [39], which web
interfaces you through the process of importing a set of contacts from an
external sender. Three formats are supported:
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= Comma Separated Value (CSV)

=vCard 2.1 and vCard 3.0 from Lotus Notes 6

ro— = Structured Text exports from Lotus Notes 5

These contacts can be from an MS Exchange database or other

The ICE Box will accept: . )
e-mail system, an enterprise CRM system such as Oracle or

* CSV exports from Outlook/Outlook Express

{An example minimum import file can be found here.) SAP, or from any other contact database.
* vCard 2.1 & vCard 3.0 exports from Lotus Notes 6.
© Slble i Tel sipes TE Lie i 5 The CSV file must be structured in a specific format, shown in
Figure [40]. An example is viewable by clicking on the word
[39] Import Contacts Window “here” in the pop-up window instructions.

In the import window, click the Browse... button to specify the CSV file to
import, and then click the Import button. All imported contacts will be added
to the Accept-List.

OTE: It may be necessary to disable the pop-up
blocker in order for the import process to function
properly.

OTE: When exporting a contact list from MS Outlook,
accept all the defaults in the export action. The
resulting file will be in the correct format for
import into the ESP.

ROUBLESHOOTING TIP: An import will be unsuccessful
if there is no header row as indicated in the
example file. The columns can be in any order.

Microsoft Excel - icebox_minimum_import.csv [Read-Only]

(] Fle  Edit Wiew Insert Format  Tooks  Data  Mindow Help  Adobe

FREE=A " NEWE = NN s WEe -0 AN AR )
C13 — f;
A | E [ C | D |
First Mame Last Name E-mail Address Mame
test@sendio.com

|

__3: test2@yahoo.com
B | test3@ibm.com
5 |All JPMorgan  fi@jpmorgan.com  Everyone at JPMorgan

[40] Contact Import CSV File Structure
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EXPORT ALL CONTACTS

The Export All Contacts action executes a process to write all
of the contacts to a CSV file, readable by MS Excel and other
applications. A dialog box shown in Figure [41] opens, where
you specify what to do with the exported file. A portion of an
exported file is shown in Figure [42].

Opening AccountContacts.csv E|

‘ou have chosen ko open

@ AccountContacts.csy

which is a1 Microsoft Office Excel Comma Separaked Yalues File
from: http:ffibx.sendio.cam

-~ What should Firefox do with this File?

© gpen with
() Save to Disk

Microsaft Office Excel (default) W

EDIT SELECTED CONTACT

Select a record to edit by clicking the record or the check box next
to the record number. Then click Actions... Edit Selected Contact.
Only one contact can be edited at a time. If more than one
record is selected, an Alert dialog box will be displayed as shown |

[41] Export Contacts Dialog

LB W w
in Figure [43]. i I . Q
E S T ———— —— <
| 1 |Display Mame  E-mail Display Mame E-mail Address | ICEBox Action [ICEBox Phase ICEBuw His ICEBax IF Addrese = w
2 |EH Funds BH Funds “i@bat ringarhars accept posi-user * - o
| 5 [ConnectComput GonneciGomputer com “Econ neetcompl accept posi-user = w t
4 |Don Valley ToyeDanWalley Toysta @ik com accept post-user B = =
DELETE SELECTED CONTACTS | & |cresnDimes — CresrDimes iR S i i - Z 5
| B |Critical Outage "Critical Dutage Tael  crilicsoutaged accepl pre-ucer B3.240.23E.108 " <
T |Everyane at PR Eweryone a1 JEMoran ‘@jpmprgar: it actEpt pre-Uzar * E =2
The Delete Selected Contacts action causes all of the records that| ST e e z = o
L. . L0 100, u B —
have been selected (by clicking their check box) to be removed |1 s aus s ieans: — mbet moac i ; .. O
. . 12 [Sendio af Gmal Sendio g1 Gmeil sendinpmall oo accept pogi-uger * < =2
from the database. If a contact is removed, and a message is 13 fim e eyl pre-scer i . z D
. . . M4k by ontacts T TS | i I
subsequently received from that address, the sender will receive [, """ : i - 8
(@)
an SAV message. [42] Exported Contacts e
ACCOUNT INFO AND LOGIN PASSWORD T
account Info . . L Mare than one contact selected.
The =—————""""__button is the third item on the User navigation |

Selecting this button displays a set of tabbed pages, shown in Figure [44].

[43] Alert Dialog

Sendio ESP Logged in as John Randall x
User John Randall

|—H‘EWH Details | Addresses | Silverlist |
W Directory: Sendio Directory
iiiilﬂi Wiﬂ | Directory DN: cn=john randall,ou=operations,ou=public,dc=ad01,dc=hq,dc=sendio,dc=com

Directory GUID: 11242b71-3f42-4cb7-belf-499e5df07190

| W‘ Account Type: User

First Name: John Local Password
Last Name: Randal

Created: 5/20/08 10:36 AM

Created By: sysadmin Directory Password
Last Mod: 5/20/08 10:36 AM

Last Mod By: sysadmin

[44] Account Info Pages
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ACCOUNT INFO > DETAILS

The Account Info > Details page is the default display and shows a summary
of your account information. This page also provides you access to Local and
Directory passwords. For the Directory Password, a Verify button lets you
- confirm that you know the correct network/computer password in your on-site
Sendio ESP irectory y /computer p Y

User

Your IT administrator may have provisioned a Local Password for your Sendio

Hﬁﬁﬁﬂﬁﬁ Account. If a sync from your one-site directory server to Sendio was not

provisioned, for example, your network/computer password cannot be used to
M login to Sendio. As a result, your IT administrator must set a Local Password for

you to log in. When a Local Password is set, the Create button does not appear

% in your Details page in the Local Password section. Instead, the three buttons in

figure [46] let you verify, change, or remove the Local Password.

You can also use the Create button self-service without IT administrator
involvement if you use a directory password, but also want a separate Local
Password on Sendio. Examples of why you might set a separate local password

[45] User Navigation Menu

are:
= To enable a third party to access your Message Queue (i.e., delegation)
without sharing your network password. To establish a Local Password,
click the Create button and enter a password in the New Password
[46] Verify, Change, and Remove Buttons and Confirm fields. [47]

=  To have a fail-safe login method in case Sendio cannot sync to your on-
site directory server.

| Norpasswors: | ACCOUNT INFO > ADDRESSES
|

Confii | The Account Info > Addresses page [48] displays all e-mail
i _ addresses that are associated with your account. If you have
' | Close other e-mail addresses that are associated with your account,
' but are not listed in this view, then any messages sent to

I those e-mail addresses will not be accepted and will generate
[47] Create Local Password a bounce message back to the sender. If there are e-mail addresses listed
that should not be associated with your account, please report them to your
Administrator.

The blue icon indicates which address is the Primary Address. Primary
Addresses receive system messages and the Queue Summary messages, if
enabled.

[48] Account Addresses
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SECTION 4: QUEUE SUMMARY

If your IT administrator has enabled the Queue Summary feature, an e-mail
that shows the most recent 50 records in your Pending Queue will be sent to
your inbox on a daily basis. This e-mail is a brief and concise means of viewing
information on any recent messages in your Pending Queue.

If enabled by an IT administrator, four “actions” are available from this e-mail,
by clicking on a link:

a message can be released [A-MSG]
a message can be dropped [D-MSG]

a message can be released and the sender address can be added to
the your Accept-List [A-SND]

a message can be dropped and the sender address can be added to
the yourDrop-List [D-SND]

These functions are provided as a convenience and are completely analogous to
the functions on the ESP web interface.

[49] Typical Queue Summary Message

w
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x
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[@)]
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You have 10 message(s) in your queue.

Inbound Message Queue (pending messages, bulk only)

29 May 10:27 test@commtouch.com test@commtouch.com RPD Spam test: Bulk A-M5G | D-MSG A-SND | D-SND
29 May 10:27 test@commtouch.com test@commtouch.com RPD Spam test: Bulk A-M5G | D-MSG A-SND | D-SND
29 May 10:27 test@commtouch.com test@commtouch.com RFD Spam test: Bulk A-MSG | D-MSG A-SND | D-SHD
29 May 10:27 test@commtouch.com test@commtouch.com RFD Spam test: Bulk A-MSG | D-MSG A-SND | D-SND
29 May 10:27 test@commtouch.com test@commtouch.com RFD Spam test: Bulk A-MSG | D-MSG A-SND | D-SHD
29 May 10:27 test@commtouch.com test@commtouch.com RPD Spam test: Bulk A-MSG | D-MSG A-SND | D-SND
29 May 10:27 test@commtouch.com test@commtouch.com RPD Spam test: Bulk A-MSG | D-MSG A-SND | D-SND
29 May 10:27 test@commtouch.com test@commtouch.com RPD Spam test: Bulk A-MSG | D-MSG A-SND | D-SND
29 May 10:27 test@commtouch.com test@commtouch.com RFPD Spam test: Bulk A-MSG | D-MSG A-SND | D-SND
29 May 10:27 test@commtouch.com test@commtouch.com RPD Spam test: Bulk A-MSG | D-MSG A-SND | D-SND

[50] Queue Summary Message Addition When “Show Alternate” Parameter is Enabled
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SECTION 5: MOBILE INTERFACE

[viewr... v | [ Sort By... v
Actions... bt | Apply |

Sendio provides a mobile interface for users who are on the go. To access the 0 NEW ! Weather Lord — In-Pur
newsletter@gamehouse.com 08/09/14

new interface, go to http://url/m (for example: http://esp.acmecorp.com/m) P —

in a web browser on your phone or mobile device, and then log in to your sedrch-alerts@yahoo-inc.com 08/08/14

O ' 5 Tech Resources Trending Now
online_resources@online.itwhitepapers.com 08/08/14

Sendio account.

. . . . I:l check into cash : Bitcoin ...
Unlike the standard web interface, the mobile interface does not use Adobe search-slerts@yahoo-inc.com 08/08{14
Flash in the browser. For convenience, the Sendio web server software ] cash advance : Uranium Res...

. . search-alerts@yahoo-inc.com 08/08/14
detects smartphones and tablets, and redirects them automatically to the j ]
l:l check into cash : Malaysia...

mobile interface without requiring user intervention.

"]

carch-alerts@yahoo-inc.com 08/08/14

O check into cash : Former D...
earch-alerts@yahoo-inc.com 08/08/14

w

The Sendio mobile interface (see figure [51]) is built on the same underlying

technology as our current web interface, and includes many of the features of SErch_alem@ym%W

that interface, indUding: | cash advance : Local pavda...
search-alerts@yahoo-inc.com 08/07/14

= Instant actions check into cash : EXCLUSIV...

search-alerts@yahoo-inc.com 08/07/14

= Access to My Account, contacts, and messages page1of 15 Next | Last

=  View and sorting capabilities [iew... | [ortBy... v]
Actions._ v]| Appy |
Sendio®© | v Go LogOut

We’ve worked hard to make this interface feel perfectly natural as a finger-
driven mobile interface. We’ve placed tap targets where your fingers are
likely to be. We've also reduced the number of round-trip requests between
your device and our servers, making the interface load and operate fast, even
over the high-latency connections of mobile networks.

[51] Sample Sendio Mobile Interface

]
2
iy
oc
]
—
=2

The drop-down list next to Sendio@ lets you access your account
information, contacts, or messages. After you make your selection, click Go to
display your selection in the center of the Sendio mobile interface. The other
drop-down lists that appear are based on your selection.

w
=
o
o
=
o
=2
o
l_
O
w
(%}

If you select Messages, for example, the following drop-down lists are
available:

View... v | lets you select the messages you want to view,
such as Delivered, Dropped, or Rejected. Messages appear in the center of
the interface, with the subject line of the message and a box you can check to
perform an action using the Actions drop-down list.

sort By... lets you sort the items in the selected message
gueue by sender address, subject, or date.

Actions... b performs actions such as accepting or dropping
messages on the messages you checked in the center of the interface.

If the number of contacts or messages exceed what can be shown, use the
Next and Last links to move to other pages. The Logout link logs you out of
the interface.
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SECTION 6: EMAIL CONTINUITY  [user
Sendio software versions 7.1 and later support an Email Continuity feature _iiiili 1.-"

that allows you to send and receive email messages, and stay connected

to business clients, even when your on-site mail server has an issue. You MESSEIHES |

can compose, reply, send, and receive emails from the same Sendio web

user interface you already use to manage your “pending queue” of held Contacts
messages.

) L . . ) . . Account Info
Email Continuity requires a license from Sendio. For more information,

please contact sales@sendio.com.
Lnguut

If your administrator enables Email Continuity, a purple Continuity
button appears at the top of the navigation menu (see figure [52]). You
click this button to open the Continuity Inbox.

[52] ‘Continuity’ Button in Navigation Menu

The Continuity Inbox has two tabs (see figure [53]):

= Inbox contains messages that were previously delivered, along
with new messages that have yet to be delivered. Undelivered
messages are held for 28 days, and are then aged-out from the
system automatically. Unread messages are indicated by a blue
icon next to the message. Double-clicking the message opens the
message and removes the blue icon. Buttons are provided for
refreshing the contents shown in the tab, creating a new email,
and performing Reply, Reply All, Forward, and Delete actions.

=  Sent items contains all emails the user sends while Continuity
Inbox is enabled. Disabling Continuity Inbox forwards these emails
to the user’s Inbox, so the user has a record of emails sent during
the mail server outage. A button is provided for refreshing the
contents shown.

—
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—
8z
£ O
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e
(%]

OTE: The Sendio mobile interface does not support email continuity.
To access the Continuity Inbox, a Flash-enabled web browser is
required.

[53] ‘Continuity Inbox’ for a User Account
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When you double-click a message in the Inbox or Sent
items tab, the message opens and the following buttons

appear sbove the body of the email(see figure [54]). || Reply | Reply All | Forward | Download | Delste |
m lets you reply to the sender of the email.

Clicking this button adds the person who sent you the
message to the To field.

W lets you reply to the sender of the email

and all other recipients of the email. Clicking this button
adds to the To field the sender and all of the other people
who received the original message.

[54] Buttons when Opening a Message in the Continuity Inbox

OTE: Before you click Reply All, consider whether
everyone needs to see your reply, especially
when the message was sent to a lot of people
or distribution lists. It’s often better to click
Reply, and then add only the people you really
want to include. Or, if you decide to click Reply
All, remove people who don’t need to see your
message

@ forwards the message to one or more

individuals you specify. The forwarded message includes
any attachments that were included with the original
message

||M downloads the message.

m deletes the message.
E closes the message.

The Continuity Inbox comes with a full-featured editor
(see figure [55]). When you type, reply to, or forward an
email from the Continuity Inbox, you can use the editor to
change the font, color, and style options for your text. Each
button in the editor has a tool tip. Moving the pointer over
a tool displays a description of the tool’s function.

Email sent from the Continuity Inbox contains both a text-
and an HTML-formatted body.

| Font _ "_E i "__'a'_. ' |[ﬂ '' ''' | |

[55] Full-featured Editor
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APPENDIX A: THE SENDIO ESP PROCESS

The Sendio ESP is a sophisticated state machine that implements a highly configurable workflow engine. A high-level model
of the workflow is shown in Figure [1]. The Administrator can configure specific policy and system behavior for each stage in
the workflow.

Sender Check: the system does a series of tests using the Domain Name Service (DNS) and other mechanisms to
identify and classify the original sender of a message.

Recipient Check: the system verifies that the intended recipients of a message have accounts on the target e-mail
server.

SilverListing: the system uses a series of low-level SMTP tests to determine the validity of the sending e-mail server.

Anti-Virus / “Malware”: the system scans all messages to ensure that they do not contain viruses, trojans, bots, or
other “malware.”

Anti-Spoofing SPF/DKIM : in compliance with DomainKeys Identified Mail (DKIM) and Sender Policy Framework
(SPF) Internet standards, Sendio will assess the validity of all senders and put any emails from spoofed senders into
an Administrator Hold. Users cannot release such messages.

IP Reputation: Sendio’s IP address Reputation solution provides a real-time view of high risk IP addresses that are
confirmed to be sending spam. Emails flagged for IP Reputation are put into an Administrator Hold. Users cannot
release such messages.

Spam/Bulk Assessment: as independent check from IP Reputation, Sendio also flags messages as Spam or Bulk.
Such messages have a “B” icon next to them and the “Pending Messages — Show Bulk” view.

Corporate Policy: the system implements policies for handling large messages, those with “untrusted”
attachments, or with an excessive number of recipients.

Standards Policy: messages are checked against industry standards for sender authentication, such as DKIM
(Domain Key Identified Mail) and SPF.

Contacts Check / SAV: the sender address of each incoming message is checked against both the system contact list
and personal contact list of the intended recipient. If a match is found, the system will process the message based
on the “action” setting of the matched contact entry (either drop, hold or delivery the message). If a match is not
found, a Sender Address Verification Request message will be sent back to the original sender. For more details, see
“APPENDIX B: SAV PROCESS” on page 34.

)
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APPENDIX B: SAV PROCESSES

The Sender Address Verification (SAV) process is a simple, low-
maintenance process that ensures your Contact List is
maintained by verifying email senders.

Sendio supports two SAV processes for verifying email senders:
*=  An HTML-based process, which is the default

=  Atext-based process

HTML-BASED SAV PROCESS

In Figure [56], a sender has sent an e-mail to a User protected by

an ESP for the first time. When the sender clicks the Verify me
button, a browser window opens, with a Thank You message
(see figure [57]) and an email is sent to the sender to let him
know that his email has been delivered (see figure [58]).

Sendio Opt-inbox

Your email to
Tony Stark <savdemo@sendio.com>
has been delivered.

Thank you for verifying your email address.

As a trusted sender, your future messages will go directly
to Tony Stark's inbox. “ L

Sendio's Opt-Inbox technology ensures users receive
only the email they want.

Leam More >

Thanks,

Team Sendio

[58] Sample Email to the Sender

Sendio Opt-Inbox

Your email to
Tony Stark <savdemo@sendio.com>
is aimost there!

We need to verify your email address.
Click the button to instantly become a trusted sender. ~,

v Verify me

(To view this message as a web page, ciick hers.)

Thanks for your email. Stark International is using Sendio's Opt-Inbox
technology to ensure they do not receive unwanted email. Verifying your
email address will ensure that all future email from htpubs@acl.com will be
delivered directly to Tony Stark's inbox without delay.

Verification using the button above is instantaneous but if you prefer, simply
sending a reply to this email will also work.

Need help, or want to learn more about how Opt-inbox verification works?

[56] Opening a SAV Message

)
7]
w
O
(@)
o
a
>
<
n
o)
x
[a)]
=2
w
a
a
<<

[57] Sample Thank You Message
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TEXT-BASED SAV PROCESS

In Figure [59], Tal Golan (sendio@gmail.com) has sent an e-mail to a User
protected by an ESP for the first time. Tal’s name and e-mail address appear in
the ESP Message Queue as a Pending message. The User does not need to take
any action.

Messages 1t 5 of 3 (found)
X H 1 : .' [z o | 2 .
| Tal Solan sendic@gmail.com Haw business oppartunity 12/0/DE %:27 FM  ZKE =
2 paul@wsbmarkebngl23.c0 armylch@webmarkeongl 23 Webinar; Search Marketng for Tech Compann 12/9/08 512 4M 19 KB
3N al kalzn alikalaT 7@ gmalcom hedlo e 12/BME 5S4 3KB
4 fl ali kalan _ alikalan??@gmail.com Fwd: 2k kalan b=nnis beacher istanbul turkey  128/08 B:21AM  TEKE
=& Saan Cassidy on behalf of ! scassidy@rankingenline.ca RainKing First Alert............. ey [T Decision M 12/8/0E 7:48 AM 1Z KB
Bl ACCOMIGS [N infgEaccompa.com Haw to 3vgid bipgest pifals ofusing Excel B 1Z/2/DE 251 AM  5KB
7 Gigasize Support Team nareply Sgigasze cam Tast-drive Ggasize Frapum and Download A 14,27/08 1104 2M 6 KB
[ Aminian Business Servicad infa@aminian.com Haliday Sthedus 11/26/08 5:24 P 6 KB
oM Aminian Busingss Services  infafaminian.com Haliday Schadula 11/26/08 3:13 P 0 KB
|

[59] Pending Message in Message Queue

Tal Golan, sendio@gmail.com, automatically receives the SAV Request asking to
identify his validity as a sender, shown in Figure [60].

hrq_iu. Inc. requests that vou verify your emall address: please REPLY to this email. - 17:27 December 09 2008
[ rieem | &

Jonathan Oreeen 40 me show celails 527 PM (14 minules sgo} 4+ Ragly

Mazsage from “Janathan Owen”

I recagnize from your email address that bes is the first messages | have recswed from you since Sendio, Ino. began usng Sender Address
Varification (S84,

WikIr MAssaga 1 very Imporant 12 ma, LIKS you, wa an very concemed win sioppeng tha pralParation of spam, We nava Implemantad Sandar
Andness Verficatian (5AY] to ansuma that we do nof recatne unwaniad emall ard 1o give wou tha assurancs that your messapes 10 ma hawa no
change af Daing titerad e & oulk mal fogar,

By pressing REPLY and SEMND 1o this mez=sge your anginal message wil be dafvered fo the too of my Inbax. You ne=d only do this ance and =il
Tutuna emals wil be recognized and deliered dinsctly bome

Vhan replying to this emall, please maks sure that tha folowing emall addess appeans in the Too fieid of the raply:
n- - T £284,1 m

If you are unable 10 respond 1o Eis authentication request within 2 wesbs, ar if your reply is not serd o the cormect emal address (2s indicsled
aboea ], wour msssage may 1ol he dalvered,

Thark yol

Jorathan Crasn

100 % spam-fres mal peotviced by Sendie (i few sernidic oo A i)

[60] SAV Request Message

PAGE 34 SENDIO USER GUIDE



SENDIO, INC.
4911 BIRCH STREET, SUITE 150
IRVINE, CA 92660 USA

+1.949.274.4375
WWW.SENDIO.COM

ESP-UserGuide-SENDIO5-08112014



	INTRODUCTION
	WELCOME
	CONVENTIONS IN THIS MANUAL
	Document Revision History
	HOW DOES SENDIO ESP WORK?

	SECTION 1:  LOGGING IN TO THE WEB INTERFACE
	SECTION 2:  USING THE WEB INTERFACE
	LAYOUT OVERVIEW 
	Navigation Menu
	Page Displays

	Table-Oriented Controls
	HIDING THE NAVIGATION MENU

	SECTION 3:  WEB INTERFACE FUNCTIONALITY
	OVERVIEW
	MESSAGES
	Viewing Messages
	What’s a “Queue” ?
	What’s a “View” ?
	Messages Controls
	View Button
	Actions... Button
	Checking the Queues

	MESSAGES > OUTBOUND MESSAGES
	CONTACTS
	Creating a New Contact
	Changing Contact Information
	Changing the View of the Contacts Page
	Contacts > Account Contacts > Actions...
	Import Contacts
	Export All Contacts
	Edit Selected Contact
	Delete Selected Contacts

	ACCOUNT INFO and Login Password
	Account Info > Details
	Account Info > Addresses


	SECTION 4:  QUEUE SUMMARY
	SECTION 5: MOBILE INTERFACE
	SECTION 6: EMAIL CONTINUITY
	APPENDIX A: THE SENDIO ESP PROCESS
	APPENDIX B:  SAV PROCESSES
	HTML-Based SAV Process
	Text-Based SAV Process


